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Using EIA and Platts data, examine the characteristics of 
what makes a public power utility. Analysis included:
• Power systems data (generation plants, substation 

capacities, miles of line, number of customers, number 
of smart meters, etc)

• Company profile data (number of employees, revenue)
• Additional municipal services (water, gas, broadband, 

etc,)

Finding data beyond the noise– what is a logical set of 
peers for public power utilities of various sizes and 
attributes?
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Produced an online survey to capture a 
large sample size of the 2,000+ APPA 
members.

Questions included:
• Do you have a risk management 

strategy?
• Do you receive external threat data?
• Have you performed a recent 

vulnerability analysis?

60 Questions in all
Nearly 140 completed surveys



Survey Findings
Program Management

Internal to the 
utility
66%

In the city 
government

15%

Outsourced
12%

Other
7%

WHERE IS THE TEAM (OR INDIVIDUAL) 
RESPONSIBLE FOR YOUR CYBERSECURITY AND 

IT?

89%

55%

11%

45%

0% 20% 40% 60% 80% 100%

A security leader has responsibility
and authority to perform

cybersecurity program functions

There is a utility-wide security
program



Survey Findings
Program Management

62% felt that 
their 
program 
was 
substantially 
limited due 
to lack of 
resources

78% of 
responses 
indicated 
the lack of 
qualified 
people was 
the number 
one 
concern
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Leveraged the US Department of 
Energy’s Cybersecurity Capability 
Maturity Model (C2M2) to perform 
in-depth analysis at 5 regional 
workshops nationwide.

• Performed benchmarking on 
~40 public power utilities

• Examined 312 practices
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Combining all the data to create a new, lightweight 
model for assessing public power cybersecurity 
programs.

• Condensed 51 foundational C2M2 practices into 
14 questions

• Average completion time: 45 minutes!
• Provides instant feedback on gaps and guidance 

documents
• More advanced users can then import answers 

into the C2M2 toolkit



Ok. So. 
What did 

we create?



CYBERSECURITY SCORECARD



ASSESSMENT
Complete an easy self-
assessment of your cybersecurity 
capabilities in one hour or less.

REPORTING
Review a comprehensive report 
based on the self-assessment 
to find out where your utility is 
performing well and what 
foundational steps you want to 
take to sustain or strengthen 
your cybersecurity program.

ACTION PLAN
Create a cybersecurity action 
plan based on the 
recommendations from the 
report.

WHAT’S NEXT?
Re-take the self-assessment to 
either start the process again, or 
move along to the next level.

STAGE 1
FUNDAMENTAL

CYBERSECURIT
Y

SCORECARD

APPA CYBERSECURITY SCORECARD
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STAGE 2
INTERMEDIATE

CYBERSECURIT
Y

TARGET 
PROFILE

IN-DEPTH ANALYSIS
Get a third-party assessment of your 
utility’s more advanced cybersecurity 
capabilities and posture.

TARGET PROFILE
Receive a customized 
target profile from public 
power experts.

ROADMAP
Follow an industry-vetted 
roadmap for making security 
improvements.
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decisions on your own.

IN-DEPTH ANALYSIS
Take the most advanced self-
assessment, the Cybersecurity 
Capability Maturity Model.
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ONLINE PORTAL
FEATURES

Take notes for each practice within the 
platform.

Assign tasks to individuals with 
deadlines.

Help text in each section including 
definitions and concepts. 

User dashboard showcasing each 
assessment and various statistics in 
real time.
Ability to do multiple internal 
assessments and benchmarking.

Improvement toolkit including document 
templates, policies and example 
policies.
Regional workshops to provide 
additional help and guidance.

Suggestions for cybersecurity training.

Expert coaching.

Ability to tie to other association 
projects, such as technology 
deployments and vulnerability 
assessments.

Each level is capable of being a fully 
sustainable cybersecurity program and 
can be reassessed on a regular basis 
to track improvements.

APPA CYBERSECURITY SCORECARD
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Register at any time:

1. Browse to 
survey.c2m2.com

2. Click ‘Register’
a. Register with your work 

email (you will need 
access to your email)

b. Set a password ≥ 12 
characters

c. Check email for 
verification code, enter 
code in browser

d. Login
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Dashboard View

All of the assessments you are 
working on are shown here

Begin a new assessment here



Foundational steps in 14 multiple-choice questions

Sample Cybersecurity Scorecard Question

axio.com 19



After you complete Quick 
Launch and select “Save as full 
C2M2,” you should see a spinny
ball and then this screen.

axio.com 20
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Characterizing a practice

Click to set current
implementation level
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Characterizing a practice

Click to set current
implementation level

Shift-Click to set target
implementation level
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Characterizing a practice

Set the target
implementation level 
date in this pull-down

Or by clicking on 
‘target’ here
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Characterizing a practice

Capture action items here
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Characterizing a practice

Capture action items here

And notes here
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Characterizing a practice

Generate report (once assessment is complete)



Call to Action
What leaders need to know…

Investment

Security and Safety

Community Participation



®

Open Discussion
Questions, Comments, or Concerns?



Thank You!
Jason Christopher
Chief Technology Officer
jchristopher@axio.com | @jdchristopher | https://www.linkedin.com/in/jdchristopher
+ 1 929.575.5774
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