American Public Power Association
Western Regional Municipal Utility Cybersecurity Summit

Disneyland Hotel, Anaheim, California
DRAFT AGENDA: August 22, 2019

8:00 am Registration, coffee, continental breakfast
8:30am | Welcome and opening remarks TBD
8:45 am | Setting the Stage: Lessons learned from your James Compton, Assistant General
municipal colleagues on establishing and Manager/Chief Technology Officer,
maintaining a successful Cybersecurity program f\u;bank Water and Power
n
TBD
9:30 am | Panel Discussion: Understanding what resources
are available to help municipal utilities address
Cybersecurity needs. How can both managers
and operations professionals use these
resources?
Resources available for information Laura Brown
sharing that contribute to resilience and | Director of Programs and Engagement,
help prepare for responses Electricity Information Sharing and
Analysis Center (E-ISAC)
Kyle Bryans, Program Specialist,
Multi-State Information Sharing and
Analysis Center (MS-ISAC)
FBI FBI Rep TBD
Information sharing from EnergySec Steve Parker
President and Chairman of the Board
EnergySec
11:00 am Networking Break
11:15 am | Peer to Peer Discussion: Workforce development | Moderator: Christopher Kelley, Beam
— Moderated discussion among security, IT, OT, | Reach Consulting
business managers and staff on cybersecurity
workforce challenges, needs, opportunities.
12:00 pm Networking Lunch
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1:00 pm | Panel Discussion: Ready, Set, Go! Tools to get municipal utilities up to speed on
cybersecurity
The American Public Power CEDS Program — Nathan Mitchell, P.E.
What's in it for small and mid-size municipal Senior Director, Cyber and Physical
utilities? Security Services
American Public Power Association
Quantitative risk assessment — prioritizing your Jason Christopher
cyber risk portfolio — a review of the APPA Chief Technology Officer
Cybersecurity Scorecard Axio
Taking the next steps — following the Public Christopher Kelley, PMP
Power Cybersecurity Roadmap to success Vice President, Beam Reach Consulting
Group
Neighborhood Keeper Program - Collaborative threat Ben Miller
detection for small to medium sized public power Vice President of Threat Operations
utilities DngOS, Inc.
Diving into the Public Power Incident Response Lindsay Kishter
Playbook Director
Nexight Group
3:00 pm Networking Break
3:30 pm | Cyber Everywhere — Adapting security programs | Sharon Chand (invited)
to consider the proliferation of loT devices Principal | Cyber Risk Services
through things like Smart Cities initiatives Deloitte & Touche LLP
4:00 pm | How to plan for and execute successful incident response policies and procedures
NCCIC ICS — HIRT Representative TBD
4:30 pm | Group Discussion and Roundtable Moderator
5:15 pm | Closing remarks David Alexander
Chief Information Security Officer
Los Angeles Department of Water and Power
5:30 pm | Close




