
Oblenergo Attack Analysis

Russian Power Grid Attack
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• What the HECK is an Oblenergo?

• The ICS Kill Chain

• Attack Rating

• Defending

Ukraine Oblenergo Attacks
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• Regional power distribution entity.

• This matters because the attackers disrupted 3 different 
oblenergos … it would be similar to attacking OPPD, 
NPPD, and MidAmerican at the same time.

An Oblenergo is a …
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• Targeted the distribution networks (impacted 225,000 
customers)

The ICS Kill Chain
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p0wnd
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p0wnd
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Mitigation

10



11


