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the scorecard is amazing,

BUT NOW WHAT?
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it is a process
security is not a product, 

How to examine security in your utility

Identify 
access

Analyze 
threats

Determine 
security 

objectives

Analyze 
and 

assess risk
Effective?

Identify 
security 
controls

Create 
plans to 
improve

Review process 
& repeat 

as needed



Step 7
Implement 
Action Plan

Step 1
Prioritize and 

Scope

Step 2
Orient

Step 3
Create a 
Current 
Profile

Step 5
Create a 

Target Profile

Step 6
Determine, 
Analyze, & 
Prioritize 

Gaps

Step 4
Conduct a 

Risk 
Assessment

Using a
Maturity Model
and Process to
Improvement
Approach



WARNING!
CLOSE



Cybersecurity Capability Maturity Model (C2M2) v1.1

A model and evaluation method to support ongoing 
evaluation and improvement of cybersecurity 
capabilities in IT and OT environments

Objectives

 Strengthen organizations’ cybersecurity capabilities 

 Enable organizations to effectively and consistently 
evaluate and benchmark cybersecurity capabilities

 Share knowledge, best practices, and relevant 
references as a means to improve cybersecurity 
capabilities.

 Enable organizations to prioritize actions and 
investments to improve cybersecurity

7Public Power Cybersecurity Scorecard
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10 Model Domains: logical groupings of cyber security practices 
— activities that protect operations from cyber-related disruptions  

MIL3
(advanced)

MIL2
(intermediate)

MIL1
(beginning)

MIL04 
M

at
ur

ity
 In

di
ca

to
r L

ev
el

s

MIL 1 
practices

MIL 2 
practices

MIL 3 
practices

No 
practices

Dual 
progressio

n of 
practices 

from MIL1 
to MIL3

261 MIL2 & MIL3 practices are progressively more 
complete, advanced, and ingrained; target levels should be 

set for each domain based on risk tolerance and threat 
environment

51 MIL1 practices are basic activities that any organization 
should perform; these are the starting blocks

C2M2
Model
Architecture

Cybersecurity Capability Axio360



Maturity Model Definition:

 An organized way to convey a path (a 
progression) of experience, wisdom, 
perfection, or acculturation.

 The subject of a maturity model can be 
an object or things, ways of doing 
something, characteristics of 
something, practices, or 
processes.

The Approach: Maturity Model

9Public Power Cybersecurity Scorecard



C2M2 is a Dual-Progression Maturity Model

Axio360 10

Approach Progression
Whether and how an activity is performed

Management Progression 
How activities are managed

Progression for 
Counting

Computer

Calculator

Adding machine

Slide rule

Abacus

Pencil and paper

Fingers

Progression for 
Authentication

Three-factor 
authentication

Two-factor 
authentication

Passwords change 
every 60 days

Strong passwords

Passwords

Management 
Progression

Practices are defined

Practices are measured

Practices are managed

Practices are planned

Practices are performed 
but ad hoc

Practices are incomplete



Organization of a Domain
Model

Model contains 10 domains

One or more per domain, unique to each domain

Progression of practices that 
are unique to the domain

Practices at MIL1

Practices at MIL2

Practices at MIL3

Approach Objectives

One per domain, similar in each domain

Progression of practices that are similar 
across domains; describe institutionalization

Management Objective

Practices at MIL2

Practices at MIL3

Axio360 11

Domain



Example C2M2 Practices from ACM

Axio360 12

Level Approach Practices from         Management Practices from 

MIL0

MIL1 1a. There is an inventory of OT and IT assets that are 
important to the delivery of the function; management of 
the inventory may be ad hoc

1b. There is an inventory of information assets that are 
important to the delivery of the function 

; 
management of the inventory may be ad hoc

Initial practices are performed, but may be ad hoc

MIL2 1c. Inventory attributes include information to support the 
cybersecurity strategy 

1d. Inventoried assets are prioritized based on their 
importance to the delivery of the function

a. Documented practices are followed for ACM activities
b. Stakeholders for ACM activities are identified and involved
c. Adequate resources (people, funding, and tools) are provided to 

support ACM activities
d.  Standards and/or guidelines have been identified to inform ACM 

activities

MIL3 1e. There is an inventory for all connected IT and OT assets 
related to the delivery of the function

1f. The asset inventory is current (as defined by the 
organization)

e. ACM activities are guided by policy (or other directives) 
f. ACM policies include compliance requirements for specified standards 

or guidelines 
g.  ACM activities are periodically reviewed for conformance to policy 
h.  Responsibility & authority for ACM activities are assigned to personnel 
i. Personnel performing ACM activities have adequate skills & knowledge

ACM-1 ACM-4



Example C2M2 Practices from ACM
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Level Approach Practices from         Management Practices from 

MIL0

MIL1 1a. There is an inventory of OT and IT assets that are 
important to the delivery of the function; management of 
the inventory may be ad hoc

1b. There is an inventory of information assets that are 
important to the delivery of the function 

; 
management of the inventory may be ad hoc

Initial practices are performed, but may be ad hoc

MIL2 1c. Inventory attributes include information to support the 
cybersecurity strategy 

1d. Inventoried assets are prioritized based on their 
importance to the delivery of the function

a. Documented practices are followed for ACM activities
b. Stakeholders for ACM activities are identified and involved
c. Adequate resources (people, funding, and tools) are provided to 

support ACM activities
d.  Standards and/or guidelines have been identified to inform ACM 

activities

MIL3 1e. There is an inventory for all connected IT and OT assets 
related to the delivery of the function

1f. The asset inventory is current (as defined by the 
organization)

e. ACM activities are guided by policy (or other directives) 
f. ACM policies include compliance requirements for specified standards 

or guidelines 
g.  ACM activities are periodically reviewed for conformance to policy 
h.  Responsibility & authority for ACM activities are assigned to personnel 
i. Personnel performing ACM activities have adequate skills & knowledge

ACM-1 ACM-4

Can
you
run?

Can you 
keep 

running?

Mature capability requires both:



MIL2 1c. Inventory attributes include information to support the 
cybersecurity strategy 

1d. Inventoried assets are prioritized based on their 
importance to the delivery of the function

Example C2M2 Practices from Asset, Change, and Configuration Mgmt.

Axio360 14

Level Approach Practices from ACM-1

MIL0

MIL1 1a. There is an inventory of OT and IT assets that are 
important to the delivery of the function; management of 
the inventory may be ad hoc

1b. There is an inventory of information assets that are 
important to the delivery of the function 

; 
management of the inventory may be ad hoc

MIL3 1e. There is an inventory for all connected IT and OT assets 
related to the delivery of the function

1f. The asset inventory is current (as defined by the 
organization)

 Evaluation Scope means the part of the 
organization being evaluated 

 The evaluation scope could be 
• The entire organization 
• A major network like the business 

network or the OT network
• Any subset of the organization — a 

business unit or a major set of operations
• A single OT or IT system

 C2M2 uses the word ‘function’ to refer to the 
selected scope.

SELECT YOUR SCOPE

Evaluation Scope (aka ‘function’)



Example C2M2 Practices from Asset, Change, and Configuration Mgmt.

Axio360 15

Level Approach Practices from ACM-1

MIL0

MIL1 1a. There is an inventory of OT and IT assets that are 
important to the delivery of the function; management of 
the inventory may be ad hoc

1b. There is an inventory of information assets that are 
important to the delivery of the function 

; 
management of the inventory may be ad hoc

MIL2 1c. Inventory attributes include information to support the 
cybersecurity strategy 

1d. Inventoried assets are prioritized based on their 
importance to the delivery of the function

MIL3 1e. There is an inventory for all connected IT and OT assets 
related to the delivery of the function

1f. The asset inventory is current (as defined by the 
organization)

Hardware asset progression



Example C2M2 Practices from Asset, Change, and Configuration Mgmt.

Axio360 16

Level Approach Practices from ACM-1

MIL0

MIL1 1a. There is an inventory of OT and IT assets that are 
important to the delivery of the function; management of 
the inventory may be ad hoc

1b. There is an inventory of information assets that are 
important to the delivery of the function 

; 
management of the inventory may be ad hoc

MIL2 1c. Inventory attributes include information to support the 
cybersecurity strategy 

1d. Inventoried assets are prioritized based on their 
importance to the delivery of the function

MIL3 1e. There is an inventory for all connected IT and OT assets 
related to the delivery of the function

1f. The asset inventory is current (as defined by the 
organization)

Information asset progression

Note that practices 1c, 1d, and 1f 
are implicitly compound because 
they apply to both hardware (IT 
and OT) and information assets.



Example C2M2 Practices from ACM
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Level Approach Practices from         Management Practices from 

MIL0

MIL1 1a. There is an inventory of OT and IT assets that are 
important to the delivery of the function; management of 
the inventory may be ad hoc

1b. There is an inventory of information assets that are 
important to the delivery of the function 

; 
management of the inventory may be ad hoc

Initial practices are performed, but may be ad hoc

MIL2 1c. Inventory attributes include information to support the 
cybersecurity strategy 

1d. Inventoried assets are prioritized based on their 
importance to the delivery of the function

a. Documented practices are followed for ACM activities
b. Stakeholders for ACM activities are identified and involved
c. Adequate resources (people, funding, and tools) are provided to 

support ACM activities
d.  Standards and/or guidelines have been identified to inform ACM 

activities

MIL3 1e. There is an inventory for all connected IT and OT assets 
related to the delivery of the function

1f. The asset inventory is current (as defined by the 
organization)

e. ACM activities are guided by policy (or other directives) 
f. ACM policies include compliance requirements for specified standards 

or guidelines 
g.  ACM activities are periodically reviewed for conformance to policy 
h.  Responsibility & authority for ACM activities are assigned to personnel 
i. Personnel performing ACM activities have adequate skills & knowledge

ACM-1 ACM-4

1. The purpose of the management practices is 
to institutionalize the approach practices in 
the domain. 

2. ACM has three approach objectives
1. Inventory
2. Change Management
3. Configuration Management

3. You can only manage things that you are 
doing. Don’t take a management hit for 
approach practices that are not currently 
implemented or that are not selected for 
implementation by the organization.

Interpreting Management Practices



Example C2M2 Practices from ACM
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Level Approach Practices from         Management Practices from 

MIL0

MIL1 1a. There is an inventory of OT and IT assets that are 
important to the delivery of the function; management of 
the inventory may be ad hoc

1b. There is an inventory of information assets that are 
important to the delivery of the function 

; 
management of the inventory may be ad hoc

Initial practices are performed, but may be ad hoc

MIL2 1c. Inventory attributes include information to support the 
cybersecurity strategy 

1d. Inventoried assets are prioritized based on their 
importance to the delivery of the function

a. Documented practices are followed for ACM activities
b. Stakeholders for ACM activities are identified and involved
c. Adequate resources (people, funding, and tools) are provided to 

support ACM activities
d.  Standards and/or guidelines have been identified to inform ACM 

activities

MIL3 1e. There is an inventory for all connected IT and OT assets 
related to the delivery of the function

1f. The asset inventory is current (as defined by the 
organization)

e. ACM activities are guided by policy (or other directives) 
f. ACM policies include compliance requirements for specified standards 

or guidelines 
g.  ACM activities are periodically reviewed for conformance to policy 
h.  Responsibility & authority for ACM activities are assigned to personnel 
i. Personnel performing ACM activities have adequate skills & knowledge

ACM-1 ACM-4
Interpreting Selected 
Management Practices

a. Look for documentation for all practices in 
ACM that are implemented and evidence that the 
documentation is followed

c. Test for adequate: are resource shortages 
resulting in implementation gaps in practices 
selected for implementation?

d. Industry references were used to inform the 
design of ACM activities

f. Practice f is essentially d plus e

g. Practice g essentially requires an audit 
function to evaluate whether policies are followed



ASSESSMENT
Complete an easy self-
assessment of your 
cybersecurity capabilities in one 
hour or less.

REPORTING
Review a comprehensive 
report based on the self-
assessment to find out where 
your utility is performing well 
and what foundational steps 
you want to take to sustain or 
strengthen your cybersecurity 
program.

ACTION PLAN
Create a cybersecurity action 
plan based on the 
recommendations from the 
report.

WHAT’S NEXT?
Re-take the self-assessment to 
either start the process again, 
or move along to the next level.

STAGE 1
FUNDAMENTAL

CYBERSECURITY
SCORECARD

STAGE 2
INTERMEDIATE

CYBERSECURITY
TARGET PROFILE

IN-DEPTH ANALYSIS
Get a third-party assessment of 
your utility’s more advanced 
cybersecurity capabilities and 
posture.

TARGET PROFILE
Receive a customized 
target profile from public 
power experts.

ROADMAP
Follow an industry-vetted 
roadmap for making security 
improvements.

STAGE 3
ADVANCED

ALL ACCESS

EVALUATION
Regularly re-assess your 
cybersecurity program to stay 
up-to-date on best practices.

TARGET PROFILE
Create an individualized target 
profile and make cybersecurity 
decisions on your own.

IN-DEPTH ANALYSIS
Take the most advanced self-
assessment, the Cybersecurity 
Capability Maturity Model.

ONLINE PORTAL
FEATURES

Take notes for each practice within 
the platform.

Assign tasks to individuals with 
deadlines.

Help text in each section including 
definitions and concepts. 

User dashboard showcasing each 
assessment and various statistics in 
real time.
Ability to do multiple internal 
assessments and benchmarking.

Improvement toolkit including 
document templates, policies and 
example policies.
Regional workshops to provide 
additional help and guidance.

Suggestions for cybersecurity training.

Expert coaching

Ability to tie to other association 
projects, such as technology 
deployments and vulnerability 
assessments.

Each level is capable of being a fully 
sustainable cybersecurity program 
and can be reassessed on a regular 
basis to track improvements.

APPA CYBERSECURITY SCORECARD

Cybersecurity Scorecard 19
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Improvement 
recommendations based 
on scorecard responses

Scorecard results 
will populate your 

dashboard

Results breakdown by domain
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Launch a full view by 
clicking on the assessment 
name in the left pane of the 
dashboard
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Generate a PDF version by 
clicking the “Scorecard” 
button

Previous responses 
will be prepopulated



Getting acquainted.

There are various progress 
indicators.

Completion progress overall



Click to see the full Domain intro

Click any domain 
to go there

Click an objective 
to go there

Navigate forward 
and backward by 

domain

You can also navigate the entire survey by scrolling

Navigation Tips
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Navigation Tips

Click to hide 
outline Option menu
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…and then apply the APPA 
Target Profile
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Characterizing a practice

Click to set current
implementation level

Shift-Click to set target
implementation level
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Characterizing a practice

Shift-Click to set target
implementation level

You can also select 
target implementation 
level in this pull-down

Click to set current
implementation level
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Set the target
implementation level 
date in this pull-down

Characterizing a practice



31

Characterizing a practice

4-Point Answer Scale



Survey Answer Scale

4-point answer scale The organization’s performance of the practice 
described in the model is …

Fully implemented Complete

Largely implemented Complete, but with a recognized opportunity for 
improvement

Partially implemented Incomplete; there are multiple opportunities for 
improvement

Not implemented Absent; the practice is not performed in the 
organization

Axio360 32



Survey Answer Scale

4-point answer scale The organization’s performance of the practice 
described in the model is …

Fully implemented Complete

Largely implemented Complete, but with a recognized opportunity for 
improvement

Partially implemented Incomplete; there are multiple opportunities for 
improvement

Not implemented Absent; the practice is not performed in the 
organization

The practice is performed as described in the model

Axio360 33



Survey Answer Scale

4-point answer scale The organization’s performance of the practice 
described in the model is …

Fully implemented Complete

Largely implemented Complete, but with a recognized opportunity for 
improvement

Partially implemented Incomplete; there are multiple opportunities for 
improvement

Not implemented Absent; the practice is not performed in the 
organization

The practice is performed substantially as described in the model, 
but there is some recognized opportunity for improvement that is 
not material with respect to achieving model, organizational, or 
critical infrastructure objectives

Axio360 34



Survey Answer Scale

4-point answer scale The organization’s performance of the practice 
described in the model is …

Fully implemented Complete

Largely implemented Complete, but with a recognized opportunity for 
improvement

Partially implemented Incomplete; there are multiple opportunities for 
improvement

Not implemented Absent; the practice is not performed in the 
organization

The implementation of the practice as described in the model is 
incomplete — there are multiple opportunities for improvement that 
are material with respect to achieving model, organizational, or 
critical infrastructure objectives

Axio360 35



Survey Answer Scale

4-point answer scale The organization’s performance of the practice 
described in the model is …

Fully implemented Complete

Largely implemented Complete, but with a recognized opportunity for 
improvement

Partially implemented Incomplete; there are multiple opportunities for 
improvement

Not implemented Absent; the practice is not performed in the 
organization

The practice is not performed in the organization

Axio360 36



GOT EVIDENCE?
again, size and resources matter

Quality discussion

Copyright 2019 Axio

ACM-1 ACM-4Evidence provided by knowledgeable independent sources

Evidence generated internally when controls are effective

Evidence directly obtained by the facilitator (observation) versus inquiry

Documentation of events (i.e., written minutes versus oral representation)

Original documents versus reproduction (copies and fax)

Other communication tools: For example, electronic communications, 
operating procedures, SCADA display screenshots

Attestation

M
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t 
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ef

er
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d
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Capture action items here

Characterizing a practice
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Capture action items here

And notes here

Characterizing a practice
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Help text is available for many 
practices in the Help tab

Characterizing a practice
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Option to expand to the full 
C2M2
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SURVEY COMPLETE!

If all practices are 
answered, the 

progress bar should 
be completely filled

And the ‘Full Report’ button 
should be available; Click it, 

and wait for report to be 
generated (~30 seconds)
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Milestone, current, and target score, 0 to 1000

Scores with 
benchmarking data

Accessible 
assessments 

Domain scores
Blue: current
Green: target Actions and targets 

Implementation 
distribution timelineFully implemented

Largely implemented
Partially implemented

Not implemented
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Assessments are listed here. 
Scroll to see more.

Blue assessments are 
owned by you.

Green assessment are 
owned by others and shared 
with you.

Axio360 Dashboard

If you are the assessment 
owner, you will see a person-
plus icon associated with the 
assessment. Click that icon 
to open the sharing interface. 
From there, you can share 
the assessment with other 
users from your organization 
or change ownership of an 
assessment.



Results Example
More detailed metrics and tracking in Stage 2 and 3



Results: 
Domain Level
ACM-1 Example

Axio360 46

Objective Table 
with Current and 

Target Levels

Current Level

Target Level



Results: 
Domain Level
ACM-1 Example

Axio360 47

Objective Table 
with Current and 

Target Levels

Donuts 
for Each 
Objective

Current Level

Target Level



Results: 
Domain Level
ACM-1 Example

Axio360 48

Domain 
Summary 

Stripe Chart

Objective Table 
with Current and 

Target Levels

Donuts 
for Each 
Objective

Current Level

Target Level



Results: 
Domain Level
ACM-1 Example

Axio360 49

Domain 
Summary 
Bar Chart

Domain 
Summary 

Stripe Chart

Objective Table 
with Current and 

Target Levels

Donuts 
for Each 
Objective

Current Level

Target Level



Summary of Management Practices
New from Axio: an easy way to view trends in management practices

Axio360 50



Benchmarking Data

Axio360 51

The PDF report provides domain-level benchmarks normalized to a 100-point scale. 

Current Profile Benchmark

Target Profile Benchmark

Current and Target Scores

Percentiles: 25th 50th 75th

Percentiles: 25th 50th 75th

median

median



Benchmarking Data

Axio360 52

Current and Target Scores

Current score is third quartile in current benchmark 

Target score is third quartile in target benchmark 



Benchmarking Data

Axio360 53



ASSESSMENT
Complete an easy self-
assessment of your 
cybersecurity capabilities in one 
hour or less.

REPORTING
Review a comprehensive 
report based on the self-
assessment to find out where 
your utility is performing well 
and what foundational steps 
you want to take to sustain or 
strengthen your cybersecurity 
program.

ACTION PLAN
Create a cybersecurity action 
plan based on the 
recommendations from the 
report.

WHAT’S NEXT?
Re-take the self-assessment to 
either start the process again, 
or move along to the next level.

STAGE 1
FUNDAMENTAL

CYBERSECURITY
SCORECARD

STAGE 2
INTERMEDIATE

CYBERSECURITY
TARGET PROFILE

IN-DEPTH ANALYSIS
Get a third-party assessment of 
your utility’s more advanced 
cybersecurity capabilities and 
posture.

TARGET PROFILE
Receive a customized 
target profile from public 
power experts.

ROADMAP
Follow an industry-vetted 
roadmap for making security 
improvements.

STAGE 3
ADVANCED

ALL ACCESS

EVALUATION
Regularly re-assess your 
cybersecurity program to stay 
up-to-date on best practices.

TARGET PROFILE
Create an individualized target 
profile and make cybersecurity 
decisions on your own.

IN-DEPTH ANALYSIS
Take the most advanced self-
assessment, the Cybersecurity 
Capability Maturity Model.

ONLINE PORTAL
FEATURES

Take notes for each practice within 
the platform.

Assign tasks to individuals with 
deadlines.

Help text in each section including 
definitions and concepts. 

User dashboard showcasing each 
assessment and various statistics in 
real time.
Ability to do multiple internal 
assessments and benchmarking.

Improvement toolkit including 
document templates, policies and 
example policies.
Regional workshops to provide 
additional help and guidance.

Suggestions for cybersecurity training.

Expert coaching

Ability to tie to other association 
projects, such as technology 
deployments and vulnerability 
assessments.

Each level is capable of being a fully 
sustainable cybersecurity program 
and can be reassessed on a regular 
basis to track improvements.

APPA CYBERSECURITY SCORECARD

Cybersecurity Scorecard 54



RETURN TO 
MATURITY
because even maturity 
models start somewhere



®

Open Discussion
Questions, Comments, or Concerns?



THANK YOU
Jason Christopher

Chief Technology Officer
jchristopher@axio.com

@jdchristopher
linkedin.com/in/jdchristopher

mailto:jchristopher@axio.com
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