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Overview 
To remain vigilant against physical attacks against the North American Electric grid, this document was 
developed to provide a comprehensive overview of existing resources related to physical security risk 
mitigation options for electricity asset owners and operators (AOOs), including executives and site 
managers. A variety of high-level documents offering comprehensive guidelines already exist. Therefore, 
the goal of this document is to provide a general framework for the risk-management process, as well as 
an anthology of resources that AOOs can employ to help mitigate risks associated with a variety of physical 
threats. It is intended to be an aggregation of suggested practices gathered from industry subject matter 
experts, government partners, and other stakeholders. While not every recommendation in this document 
will be of use to every AOO, the intent is to provide utilities with a simple framework for risk management 
that is tailored to the electric industry and its diverse set of assets, operators, and vulnerabilities.  

1.0: The Risk Management Process 

The risk management process is defined as “the process of identifying, monitoring, and managing potential 
risks in order to minimize the negative impact they may have on an organization” [1].  A risk-management 
framework enables a structured approach to risk mitigation that can be used by operators; it provides a 
documented, iterative, and continuous approach to the physical security risk-management process that is 
critical to ongoing identification and mitigation of risk. By nature, these risks shift over time as technology, 
tactics, and ideologies adapt. The process outlined below is an example of a structured approach to risk 
mitigation that can be implemented at an enterprise scale or by an individual site. Statements of action in 
this framework are geared toward individual facilities, facility managers, and other site personnel, but they 
are also widely applicable. 

The risk management process should continually evolve and adapt to the current threat environment. The 
threat environment is complex and there are many nuances to consider in the risk management process; 
however, there are four main stages that are consistent in the risk mitigation framework that should be 
repeated on an ongoing basis:  

• Risk assessment

• Protective measures

• Incident response protocol

• Measuring effectiveness

The following sections will delve into more detail for each of the stages of the risk management process. 
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1.1: Risk Assessment  
There are different methods for physical security risk assessment,1 but a simple and tested method2 is to 
define risk as the product of threat, vulnerability, and consequence3: 

𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅 = 𝑇𝑇ℎ𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟 ∗ 𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑟𝑟𝑟𝑟𝑟𝑟𝑉𝑉𝑅𝑅𝑉𝑉𝑅𝑅𝑟𝑟𝑉𝑉 ∗ 𝐶𝐶𝐶𝐶𝑉𝑉𝑅𝑅𝑟𝑟𝐶𝐶𝑉𝑉𝑟𝑟𝑉𝑉𝐶𝐶𝑟𝑟 

This method links an increase in any of the three variables (Threat, Vulnerability or Consequence) to an 
increase in risk; likewise, a decrease of any of the three will also result in a decrease in risk. For the electric 
industry, a risk assessment can consider a very broad array of threats, however, the scope of this risk-
management framework is focused on physical security risks. When assessing physical security risks, AOOs 
are encouraged to conduct threat, vulnerability, and consequence assessments, which are further 
described below. Because resources vary significantly based on the size of the utility, assessments should 
be scaled appropriately. This includes leveraging and implementing existing security practices, checklists, 
operations and planning functions, as needed. 

1.1.1 Consequence Assessment  

An effective consequence assessment is the process of identifying or evaluating the potential or actual 
effects of an undesirable event, as well as what assets are affected and how. It will also support the 
prioritization of assets that have a greater need for an assessment, if resources such as time and budget are 
limited. Given the number of facilities within the electric sector, prioritization of efforts is critical to 
successful operation and should be conducted routinely as part of the risk management process.   

Consequence assessments are best conducted by an inter-disciplinary team of professionals looking at the 
operational, personnel, business, resource, and reputational impacts of an adverse event. As those impacts 
become more significant the overall risk to an entity becomes more severe. To help identify the 
unacceptable consequences for a given site, AOOs can host a Vulnerability of Integrated Security Analysis 
(VISA) Workshop to gather input from a core team of subject matter experts (SMEs) that consist of physical 
and cyber security personnel, site engineers, operations specialists, and law enforcement to develop 
realistic and credible scenarios designed to achieve the “unacceptable consequences.” This is done by 
determining and assessing each layer of the physical protection system (PPS) by using different scenarios 
determined by the team of SMEs to make informed risk-based decisions on cost-effective and targeted 
upgrades with justification for funding. The VISA workshop also provides a unique opportunity to 
collectively engage and partner with other critical players who are also responsible for the protection of 

1 See the U.S. Department of Homeland Security (DHS), Risk Assessment Methodologies, 
https://www.cisa.gov/sites/default/files/publications/Risk%20Assessment%20Methodologies.pdf  
2 DHS, in their guide, Risk Management Fundamentals, states that “As a general rule, simple, but defensible, methodologies are preferred 
over more complicated methods.” Page 21, Risk Management Fundamentals 
3 DHS also observes in Risk Management Fundamentals that this model is “appropriate for many homeland security risks, such as those 
related to infrastructure protection. However, [this model] is sometimes not the best approach for other homeland security risk assessments 
— especially those that include institutional risks that can impact an organization’s ability to meet operational and administrative 
requirements. … It is important that the [model] be applied only when appropriate to the subject matter of the analysis and the character of 
the assessed risks.” Page 20, Risk Management Fundamentals  

https://eisac-portal.force.com/eisacportal/s/article/119717-Vulnerability-of-Integrated-Security-Analysis-VISA-Implementation-Workshop-Fact-Sheet
https://eisac-portal.force.com/eisacportal/s/article/119717-Vulnerability-of-Integrated-Security-Analysis-VISA-Implementation-Workshop-Fact-Sheet
https://www.cisa.gov/sites/default/files/publications/Risk%20Assessment%20Methodologies.pdf
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critical assets, and provides a fundamental understanding of each person’s critical role during a security 
incident. 

AOOs may consider using a defined asset class or tier model for a consequence assessment. Asset 
classification, or tiering, enables rapid assessment of consequences that result from the loss of an asset or 
degraded asset capability consequences. For example, a CIP-014 asset represents a risk of Bulk Electric 
System (BES) instability, a cascading event or forces a separation event; the next asset tier represents a 
lesser consequence, but impactful within a balancing control area; the next asset tier represents a lesser 
consequence, but impactful within a specific are; and a final asset tier represents no risk to the BES, but 
may be impactful within a specific geographic area requiring a degree of protection, resiliency, and 
response. 

1.1.2 Threat Assessment 

There are many ways to conduct a threat assessment, and a variety of threats and resources to consider 
when conducting it. For natural hazards, historical data and future trend analysis concerning frequency of 
occurrence for given natural disasters—such as tornadoes, hurricanes, floods, fires, or earthquakes—can 
be used to determine the likelihood of the given threat. For criminal threats, crime rates in the area serve 
as a good indicator of the type of criminal activity that increases the facility's risk. The type of assets and/or 
activities housed at a facility will also relate directly to the likelihood of various types of threats. AOOs are 
encouraged to work with federal, state and provincial, local, and regional law enforcement to understand 
the threat picture at different levels. 

Once a threat assessment is conducted, a way of making effective use of the assessment is to apply the 
findings to develop a Design Basis Threat (DBT). A DBT is defined as the threat against which an asset must 
be protected and upon which the protection system’s design is based. It is the baseline type and size of 
threat that buildings or other structures are designed to withstand. The DBT includes the tactics that 
aggressors will use against the asset as well as the tools, weapons, and explosives employed in these 
tactics.4 A DBT provides a method for evaluating whether a physical security system is adequate for the 
needs of a utility. 

AOOs can develop their own DBT by utilizing the most recent Electricity Sector Design Basis Threat or a 
baseline threat level as they work with neighboring AOOs, law enforcement, and other stakeholders to 
determine current threat levels and identify localized trends to develop a site-specific, customized DBT. If 
available, also consider utilizing previously recorded incident data for your facilities to determine baseline 
incident levels. Refer to existing sources that could aid in assessing monitored threat actor activity and help 
determine the represented level of threat with relation to a given site, such as the Department of Homeland 
Security (DHS), the Federal Bureau of Investigation, and NCTC Mobilization Indicators (2021). In addition, 
AOOs may consider developing or enhancing an external threat intelligence team to better understand 
emerging threats. 

4 JP 1-02. SOURCE: JP 3-07.2 Department of Defense Dictionary of Military and Associated Terms 

https://eisac-portal.force.com/eisacportal/s/article/EISACPhysicalSecurityReferenceDocumentElectricitySectorDesignBasisThreat-9721
https://www.dni.gov/index.php/nctc-newsroom/nctc-resources/item/2272-u-s-violent-extremist-mobilization-indicators-2021
https://www.dni.gov/index.php/nctc-newsroom/nctc-resources/item/2272-u-s-violent-extremist-mobilization-indicators-2021
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AOOs may consider developing or enhancing an external threat intelligence team to better understand 
emerging threats. Threat assessments can include the identification of threat actor; threat actor 
capabilities; techniques, tactics, procedures (methods); proximity; and history. This drives a need for 
intelligence (informed) driven decisions to protect people and assets. The tools identified here are merely 
intended to provide a baseline for AOOs and may be well served by tailoring the initial tools (including a 
DBT) based upon their specific threat profile. 
 
AOOs are encouraged to reassess site-specific threats annually, or on an ad hoc basis (e.g., based on a 
physical security event or a change in threat landscape). 
 
1.1.3 Vulnerability Assessment   

Once credible threats are identified, a vulnerability assessment can be conducted. A vulnerability 
assessment is the process of identifying physical features or operational attributes that may render an 
entity, asset, system, network, or geographic area susceptible or exposed to hazards.5 Following the 
identification of a specific site’s DBT, AOOs are encouraged to leverage the Vulnerability of Integrated 
Security Analysis Methodology to apply the DBT against a site to determine the effectiveness of its physical 
protection system (PPS). The VISA methodology is one of many Vulnerability Assessment tools that can use 
a specified DBT to determine the overall effectiveness of an integrated PPS. VISA looks at the functions of 
detection, assessment, delay, and response to baseline a PPS to determine cost effective upgrades. This 
methodology provides the necessary framework and tools for AOOs to make informed risk-based and cost 
effective decisions on the effectiveness of their physical protection systems (PPS) as well as provide 
justification to support targeted upgrades. The VISA Workshop, as mentioned above, is offer by the E-ISAC 
to AOOs at no cost and is designed to help participants know how to optimize and use the VISA methodology 
in order to effectively assess the vulnerabilities of a site’s critical assets. For more information contact 
VISA@eisac.com.  
 
Additionally, the Cybersecurity and Infrastructure Security Agency (CISA) offers voluntary critical 
infrastructure vulnerability assessments and infrastructure surveys focused on physical security for critical 
infrastructure operators. 
 
AOOs are encouraged to reassess vulnerabilities of sites annually or on an ad hoc basis (e.g., based on a 
physical security event, exploited vulnerability). 
 
1.2: Protective Measures  
 
Because resources vary significantly based on the size of the utility, protective measures should ideally be 
designed to provide the minimum level of protection required to mitigate the most significant risks as 
identified in the risk assessment and take into account the existing threat levels, unacceptable 
consequences, and vulnerabilities as well as the identification and protection of critical in service assets and 
critical spares, among other factors. In addition, variations in a facility’s location, size, physical 

                                                      
5 As defined in the DHS Risk Lexicon, September 2008 

https://eisac-portal.force.com/eisacportal/s/article/134080-Vulnerability-of-Integrated-Security-Analysis-Implementation-Guide--2021-Update
https://eisac-portal.force.com/eisacportal/s/article/134080-Vulnerability-of-Integrated-Security-Analysis-Implementation-Guide--2021-Update
https://eisac-portal.force.com/eisacportal/s/article/119717-Vulnerability-of-Integrated-Security-Analysis-VISA-Implementation-Workshop-Fact-Sheet
mailto:VISA@eisac.com
https://www.cisa.gov/critical-infrastructure-vulnerability-assessments
https://www.cisa.gov/critical-infrastructure-vulnerability-assessments
https://www.cisa.gov/infrastructure-survey-tool
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configuration, and/or function may create unique risks as well as any risks that will influence the 
identification and application of protective measures. Measures should be flexible in order address a variety 
of physical security measures, procedures, and actions to enhance a site’s PPS.  

As discussed in the previous sections, the PPS is designed based on the site’s DBT and is comprised of 
electronic and physical protective measures that have four main functions: detect, assess, delay and 
respond. When the four main functions are used together, a multi-layered protection system is applied to 
the site that shall meet its DBT.  

 
• Detect and Assess: Identify illicit activity at an early stage, which involves prompt detection and 

accurate assessment. Examples of detectors include intrusion detection systems, infrared motion 
sensors, cameras, and vibration sensors. These devices notify security personnel of a potential 
threat.  

 
• Delay: Impede an attempt to gain unauthorized access, theft, or sabotage by extending an 

adversary’s task time. Examples of delays are doors, walls, fences, and access control systems 
authentication. Additionally, a barrier that an adversary must get through to advance to the next 
layer or target is called a delay. 
 

• Respond: Any action taken to stop an attacker from completing their act is called a response. For 
example, a response might interrupt or neutralize the attacker during their attempt to breach your 
defenses. 

 

 
Figure 1.0: Three Main Functions within a PPS. Each part can be further broken down into people, 

procedures, and equipment—an important feature when considering potential upgrades to the PPS. 
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1.3: Addressing Incident Response  
 
Physical security incidents occur on an ongoing basis at electric assets across the North American grid. 
Malicious actors are increasingly adapting their tactics, techniques and procedures (TTPs) to counter new 
security measures enabled by technological advancements, and other changes that contribute to the 
constantly shifting security landscape. As a result, AOOs must also adapt to changing tactics. However, in 
order to effectively determine the changes required to meet the shifting threat, AOOs are encouraged to 
establish cohesive incident response procedures that include tracking and sharing incident information with 
applicable partners.  

 
1.3.1 Establishing an Incident Response Process 

It is critical that site security personnel develop, disseminate, and update security incident response 
protocols. Incident response procedures should be exercised through a whole-facility approach, integrating 
any tenants, non-security personnel, administrators and leadership that may experience a physical security 
incident at the site. When developing or updating incident response procedures, ensure all standard 
operating procedures, communication procedures, and memorandums of understanding are up to date 
including notification requirements, jurisdictional concerns, and personnel safety criteria. Entities may also 
consider the use of an Incident Command System (ICS) model to manage an event. The ICS is a well-
established model that defines roles by responsibility and is easily adapted to meet the needs of a utility.  
 
Incident response plans should remain relatively simple and straightforward to ensure non-security 
personnel can implement them without having a significant amount of prior training. Additionally, specific 
individuals should be identified to perform more complicated procedures within the immediate response 
and building in redundancy is also important for critical response tasks. It is also critical for AOOs to regularly 
exercise their incident response procedures to ensure they remain up-to-date and effective. Participation 
in the E-ISAC’s GridEx, which represents the largest grid security exercise in North America hosted every 
two years, provides AOOs and partner organizations a forum to practice how they would respond to and 
recover from coordinated cyber and physical security threats and incidents.  
 
1.3.2 Immediate Response Considerations  

Depending on the security of an incident, processes can vary widely. It is important that AOOs first follow 
safety incident response procedures including restoration protocols. In addition, all appropriate security 
personnel and law enforcement, including local, state and federal authorities, should be notified, including 
making them aware of any potential physical hazards at the scene that may affect remediation (scene 
safety). In addition, it may be necessary to establish appropriate access and entry points for first responder 
and utility personnel including credentialing, if necessary.  
 
Lastly, AOOs should consider closely following processes for potential crime scene considerations, since the 
investigation process is heavily dependent on early consideration of preserving evidence (e.g., spent 
rounds, damaged equipment, video evidence, footprints, fingerprints and DNA, etc.). It may also be useful 

https://www.nerc.com/pa/CI/ESISAC/Pages/GridEx.aspx
https://eisac-portal.force.com/eisacportal/s/article/127365-Suggested-Protective-Measures-for-Alert-Periods
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to determine the capabilities of responding agencies and what circumstances would garner specific crime 
scene responses to facilitate an appropriate balance between preservation and restoration.  

 
1.3.3 Tracking Incidents and Information Sharing 

Tracking incidents and threats allow AOOs to establish baseline threat levels, observe real-world 
vulnerabilities being exploited, and identify strengths and weaknesses of a site’s security response to 
physical security incidents as they occur. Additionally, when refinements are made to the incident tracking 
system, such as applying additional characterizations to an incident rather than simple recorded 
observations, incident tracking can be used as a tool for assessing trends and further analysis. The E-ISAC 
has developed and matured a methodology for tracking physical security incidents occurring across North 
America. An integral piece of this methodology involves AOOs voluntarily sharing physical security incident 
information on an ad-hoc or regular basis. The E-ISAC has several resources that AOOs can adopt and tailor 
to their internal incident tracking, or if desired, when sharing incidents with the E-ISAC. Examples of 
resources include the following: 
 

• The E-ISAC’s Severity Level Categorization Model, which is structured around assessing the impact 
or potential impact of physical security incidents concerning the reliability of the North American 
power grid.  

• The E-ISAC’s Physical Security TLP:CLEAR incident tracking template.  
 
 

1.3.4 Developing Relationships with Law Enforcement  

Developing close relationships with law enforcement (LE) is essential to both threat prevention and 
mitigation. It is critical to proactively build these relationships prior to an incident occurring, so LE can have 
a solid understanding of your site’s role and criticality to the surrounding community as well as be educated 
on the inherent safety risks. In addition, engaging with LE on a continuous basis can increase the priority 
they place on responding to incidents, which can significantly help to mitigate any serious impacts. It is also 
important to note that understanding LE resource constraints can provide tremendous insight. Response 
times to alarms or other events of similar nature to those threats identified by the utility can aid in 
mitigation and response planning. This could be important when allocating limited resources to various 
sites. The following represents options for consideration shared by stakeholders for engaging with LE: 

• Invite LE officers to tour facilities, host coffee or lunch, to help raise awareness on the most critical 
sites to ensure they prioritize response efforts in the event of an emergency.  

• In addition to reporting incidents to local LE, share suspicious or criminal activity with local FBI field 
offices and/or Joint Terrorism Task Forces to allow for additional support and assistance from 
federal partners, as needed, especially if sabotage is suspected.  

• Coordinate often with LE to understand your local threat environment, including determining 
whether extremists, anarchists, activist groups, or affiliated organizations have discussed targeting 
critical infrastructure in their operating areas—including heightened attention to insider threats. 

https://eisac-portal.force.com/eisacportal/s/article/124886-Physical-Security-Incident-Severity-Level-Categorization
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• Consider hosting a tabletop or in-field exercises with LE that incorporate immediate response 
considerations, especially notional crime scenes to facilitate effective conversations about safety, 
as well as prioritization of evidence collection vs. service restoration.   

 
1.4: Measuring Effectiveness  
 
The final stage of the risk management process requires continuous measurement of success and 
subsequent reassessment of risk. Assessing the existing level of protection and subsequent system 
effectiveness is a multi-step process that should consider factors from both an operational and strategic 
perspective. Operation-wise, this could include conducting site surveys, interviews, reviewing policies and 
procedures, conducting a VISA Workshop, hosting tabletop exercises, etc.   
 
From a strategic standpoint, measuring effectiveness could involve a review of the system from the inside-
out, top-down method to ensure the programmatic requirements align with the operational requirements. 
This can be conducted a variety of ways, such as internal audits, program management reviews, and 
strategic plans.  
 
The VISA Implementation Guide, as previously discussed above, frames a process by which utilities can 
assess the effectiveness of their facility’s physical protection systems based on current reasonable and 
credible threat considerations. The VISA methodology is a good fit for conducting analysis within the bulk 
power system because it is a scalable, low-cost self-assessment tool with a high impact for security 
managers. In this section, the term “system” refers to the facility’s overall PPS, including the response.  
 
The system effectiveness analysis (SEA) is a standard sequence of steps to evaluate system effectiveness 
regardless of the analysis methodology. Detection, assessment, delay, and response are evaluated as part 
of the process, outlined in Section 1.2, Protective Measures, and further shown in Figure 1.1.  

 
Figure 1.1: System Effectiveness Analysis Process 
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1.4.1 System Effectiveness Analysis (SEA) Team Recommendations  

When putting together a SEA team, it is recommended that a core team be established that consists of 
support team members who are used as needed. Team-member selection should be based on experience 
and the willingness to work in a team environment toward a common goal. 
 

 

 
Figure 1.2: System Effectiveness Analysis Team 

 
During the actual scenarios, the SEA analyst will represent the adversary’s actions, and the facility or site 
security manager will represent the actions of the PPS and responders. Note: Any digital attacks or 
electronic responses are normally handled by the cybersecurity SME.  
 
2.0: Resource Section 
This section provides an anthology of references indexed by topic for consideration by AOOs when 
developing a risk assessment. These documents include (but are not limited to): 

 
2.1: E-ISAC Resources  

• Tools  
 TLP:GREEN: E-ISAC Physical Security Reference Document: Electricity Sector Design Basis Threat 
 TLP:GREEN: E-ISAC Physical Security Reference Document: Vulnerability of Integrated Security 

Analysis (VISA) Implementation Guide  

https://eisac-portal.force.com/eisacportal/s/article/EISACPhysicalSecurityReferenceDocumentElectricitySectorDesignBasisThreat-9721
https://eisac-portal.force.com/eisacportal/s/article/134080-Vulnerability-of-Integrated-Security-Analysis-Implementation-Guide--2021-Update
https://eisac-portal.force.com/eisacportal/s/article/134080-Vulnerability-of-Integrated-Security-Analysis-Implementation-Guide--2021-Update
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 TLP:CLEAR: E-ISAC Physical Security: VISA Implementation Workshop Fact Sheet
 TLP:WHITE: Protective Measures Index Tool
 TLP:GREEN: Protective Measures Index Tool Training Session
 TLP:GREEN: Severity Level Categorization Model

• Protective Measures
 TLP:GREEN: Suggested Protective Measures for Alert Periods
 TLP:GREEN: Suggested Protective Measures for Electricity Asset Owners and Operators

• White Papers
 TLP:GREEN: E-ISAC Physical Security White Paper: Unauthorized UAS Activity white paper
 TLP:GREEN: E-ISAC Physical Security White Paper: Wind Farm Security
 TLP:GREEN: E-ISAC Physical Security White Paper: Transmission Line Corridor: Physical Security

Considerations
 TLP:WHITE: E-ISAC Physical Security White Paper: Copper Theft and Mitigation

2.2: Partner Resources 
• APPA Physical Security Essentials: A Public Power Primer APPA Security Checklist & Guidance 

Manual
• Additional APPA Physical Security Resources
• DHS CISA’s Resilient Power Best Practices for Critical Facilities and Sites
• Additional DHS CISA Resources
• DHS, FBI and NCTC “2021 US Violent Extremism Mobilization Indicators Booklet”
• Joint Counterterrorism Assessment Team (JCAT) Complex Operating Environment—Electric Grid
• Additional Joint Counterterrorism Assessment Team (JCAT) First Responder Products
• The Risk Management Process: An Interagency Security Committee Standard
• Risk Steering Committee, DHS Risk Lexicon, 2010 Edition
• Best Practices for Mail Screening and Handling Processes: A Guide for the Public and Private Sectors, 

September 27, 2012, 1st Edition

https://eisac-portal.force.com/eisacportal/s/article/119717-Vulnerability-of-Integrated-Security-Analysis-VISA-Implementation-Workshop-Fact-Sheet
https://eisac-portal.force.com/eisacportal/s/article/125215-Protective-Measures-Index
https://eisac-portal.force.com/eisacportal/s/article/125408-Protective-Measures-Index-Tool-Training-Session
https://eisac-portal.force.com/eisacportal/s/article/124886-Physical-Security-Incident-Severity-Level-Categorization
https://eisac-portal.force.com/eisacportal/s/article/127365-Suggested-Protective-Measures-for-Alert-Periods
https://eisac-portal.force.com/eisacportal/s/article/E-ISAC-Physical-Security-Report-Suggested-Protective-Measures-for-Electricity-Asset-Owners-and-Operators
https://eisac-portal.force.com/eisacportal/s/article/132267-White-Paper-Unauthorized-Unmanned-Aircraft-System-Activity
https://eisac-portal.force.com/eisacportal/s/article/125172-Release-of-Wind-Farm-Security-White-Paper
https://eisac-portal.force.com/eisacportal/s/article/118226-Transmission-Line-Corridor-Physical-Security-Considerations
https://eisac-portal.force.com/eisacportal/s/article/118226-Transmission-Line-Corridor-Physical-Security-Considerations
https://eisac-portal.force.com/eisacportal/s/article/119770-Copper-Theft-Prevention-White-Paper
https://www.publicpower.org/physical-security-resources
https://www.cisa.gov/sites/default/files/publications/CISA%20Resilient%20Power%20Best%20Practices%20for%20Critical%20Facilities%20and%20Sites.pdf
https://www.cisa.gov/resources
https://www.dni.gov/index.php/nctc-newsroom/nctc-resources/item/2272-u-s-violent-extremist-mobilization-indicators-2021
https://www.dni.gov/files/NCTC/documents/jcat/firstresponderstoolbox/Complex-Operating-Environment---Electric-Grid.pdf
https://www.dni.gov/index.php/nctc-how-we-work/joint-ct-assessment-team/first-responder-toolbox
https://www.cisa.gov/publication/risk-management-process
https://www.cisa.gov/dhs-risk-lexicon
https://www.cisa.gov/sites/default/files/publications/isc-mail-handling-screening-nonfouo-sept-2012-508.pdf
https://www.cisa.gov/sites/default/files/publications/isc-mail-handling-screening-nonfouo-sept-2012-508.pdf
https://www.publicpower.org/physical-security-resources
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