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Recent Headlines
•Oregon State University – June 14, 2019

• “Oregon State University (OSU) issued a public 
notice on Friday after one of its employee’s email 
accounts was hacked last month and used to 
spam others with phishing emails.”, (infosecurity-
magazine.com, June 18, 2019)

• Lake City, Florida – June 10, 2019
• “Witt said an employee in City Hall infected 

machines across its network by opening an 
email.”, (actionnewjax.com, June 25, 2019)

• Riviera Beach, Florida – May 29, 2019
• “The attack appears to have begun with a classic 

phishing email which a city employee clicked on.”, 
(infosecurity-magazine.com, June 20, 2019)



Phishing Statistics
• 94% experienced a phishing attack1

• 71% experienced an attack that spread to other 
computers1

• 88% experienced email-based spoofing of business 
partners or vendors1

• 73% of Business Email Compromise faced a direct 
resulting loss1

• 94% of malware was received by email2

1. The State of Email Security Report 2019 – Mimecast
2. Verizon 2019 Data Breach Investigations Report



NPPD’s Efforts

• Warning banner

• Link domain

• Report Phishing button 



Phishing 
Examples











NPPD Awareness Training
• Monthly phishing simulations

• Baseline for each type
• Increasing difficulty

• Presentation at Quarterly safety meeting
• Advanced training for Executive Assistants
• October National Cyber Security Awareness 

Month
• Quarterly posters
• Monthly articles 






