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DUNCAN WEINBERG GENZER & PEMBROKE:
OUR LAW FIRM
• Founded in 1971, our Firm has provided a broad range of counseling, regulatory, litigation and legislative 

services to clients in every region of the country. 

• The Firm's principal office is in Washington, D.C., and it maintains an office in Sacramento, California. 

• The Firm's practice includes energy and utility law (federal, state, regulatory and transactional), oil and gas 
law, environmental law, communications law, municipal law, intellectual property law and government 
contract law.  The Firm has attained a prominent and highly regarded position in these practice areas by 
coordinating with clients, developing innovative approaches to client needs and achieving precedent-
setting results for our clients.

• Our objective for each client is to be a valued resource offering innovative solutions to business, regulatory, 
litigation, and legislative challenges. 

We invite you to visit our website:  WWW.DWGP.COM
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Purpose

• Protecting Critical Energy Infrastructure creates particular issues for Public Power:
• Transparency and openness to customers are a hallmark of public power
• However, security is a necessity for critical resources

• Cooperation with Federal Energy Regulatory Commission (FERC) and State 
Commissions is required/advised

• Compliance with reliability standards (North American Electric Reliability Corporation 
(NERC)) for Bulk Electric System assets is mandatory
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Purpose

• But WHAT is it that I’m supposed to protect?

@PublicPowerOrg #PublicPower5



Purpose
WHAT ARE THE RISKS

Understand Legal Definitions of Critical Energy Infrastructure

Identify the Limitations in Protecting Critical Energy Infrastructure

HOW TO PROTECT IT

Learn How Industry Has Defined Critical Energy Infrastructure

Assert Protections for Critical Energy Infrastructure
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Understand the Legal Definitions

• FERC Definition 

• DOE Definition

• DHS Definition

• NERC Definition

• State PUC Definitions
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Understand the Legal Definitions

• The rules governing Critical Energy Infrastructure Information (CEII) and other critical 
energy information were written to describe which information may be sealed as 
confidential if provided to a federal governmental agency.  The rules were not 
designed to specify which information must be kept sealed from the public.

• However, the CEII regulations are often applied to maintain a claim that information 
should remain confidential if requested via a Freedom of Information Act (FOIA), State 
Public Records Act or other request for information made by a member of the public.
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Understand the Legal Definitions

• FERC has recently opined on the legal significance of designating information:  
“information is not CEII unless the Commission has designated it as CEII through its 
CEII designation process.” Order No. 845-A at P 84

• Also, “Section 388.113 of the Commission’s regulations does not govern the 
transmission provider’s handling, sharing, and disseminating of information that the 
transmission provider submitted for CEII designation, including how it disseminates 
that information on its OASIS site or password-protected website.”  Id. P 84 n.187.

• However, the Commission “grant[s] clarification to the extent that [entities] would like 
to use the Commission’s CEII regulations as a model for evaluating entities that 
request network model information and assumptions (prior to signing a non-
disclosure agreement), they may do so.”  Id. P 85.
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Understand the Legal Definitions

• Under FERC’s regulations, 18 C.F.R. § 388.113, CEII is defined as specific engineering, 
vulnerability, or detailed design information about proposed or existing critical 
infrastructure (physical or virtual) that: 

• Relates details about the production, generation, transmission, or distribution of energy;
• Could be useful to a person planning an attack on critical infrastructure;
• Is exempt from mandatory disclosure under the Freedom of Information Act; and
• Gives strategic information beyond the location of the critical infrastructure.
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Understand the Legal Definitions

• Critical energy/electric infrastructure means a system or asset of the bulk-power 
system, (physical or virtual) the incapacity or destruction of which would negatively 
affect: 

• national security,
• economic security, 
• public health or safety, or 
• any combination of such matters.
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Understand the Legal Definitions

• Fixing America’s Surface Transportation Act (“FAST Act”) added section 215A to the 
Federal Power Act to authorize FERC and the Secretary of Energy to independently 
designate CEII pursuant to criteria developed by FERC.

• FERC implemented through its rulemaking process:  Regulations, Implementing FAST 
Act Section 61003 – Critical Infrastructure Security and Amending Critical Energy 
Information, Order No. 833, 157 FERC ¶ 61,123 (November 17, 2016) (“Order 833”).

• DOE definition proposed tracks FERC 10 C.F.R. § 1004.13, with the addition of Defense 
Critical Electric Infrastructure.
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Understand the Legal Definitions

• The Department of Homeland Security (“DHS”) classifies information through 
submittal to it through the Protected Critical Infrastructure Information (“PCII”) 
Program created by Congress under the Critical Infrastructure Information Act of 
2002. 

• The Program protects CII voluntarily shared with the Federal government from:  (1) 
FOIA disclosure; (2) state, local, tribal or territorial disclosure laws, (3) use in civil 
litigation;(4) use for regulatory purposes.  6 U.S.C. § 673(a)(1).
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Understand the Legal Definitions

• North American Electric Reliability Corporation (“NERC”)  mandatory Reliability 
Standards require the protection of a more restricted set of information defined as 
critical (though “CEII” is not the term used under NERC standards).

• Rough equivalents are found in Critical Infrastructure Protection (“CIP”) standards, CIP-
002, et al.
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Understand the Legal Definitions

• States Have Attempted to Define Critical Facilities
• CPUC Physical Security under SB 699; Cal. Pub. Util. Code Sec 364(d)
• Utilities also may submit confidential information under Cal. Pub. Util. Code § 583 and CPUC 

General Order 66-D.
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Identify the Limitations 

• Freedom of Information Act – release of information subject to confidentiality 
agreement or not
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Identify the Limitations

• State Sunshine Laws:  See https://ballotpedia.org/State_sunshine_laws

• See list of states with critical infrastructure protections:  
http://www.ncsl.org/research/energy/open-government-laws-and-critical-energy-
infrastructure.aspx

• California Public Records Act allows persons to request public records from all state 
and local offices including municipal corporations. See Cal. Gov. Code Sec. 6250, et 
seq.

• Cal. Gov. Code Sec. 6252(a),(d), (f)

• Courts adopted broad definition of public records.  Only “purely personal information 
unrelated to ‘the conduct of the public’s business’ could be considered exempt from 
this definition.”  San Gabriel Tribune v. Superior Court, 143 Cal. App. 3d 762
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Identify the Limitations

• A California Court of Appeals decision, County of Santa Clara v. California First 
Amendment Coalition, 170 Cal.App.4th 1301 (2009), placed limits on the citation to the 
balancing test under CPRA, in application for a GIS "basemap" data.

• Courts balance whether the public interest served by withholding the records clearly 
outweighs the public interest served by disclosure.  Burden of proof is on the 
proponent of nondisclosure.

• Balancing test – courts consider: (1) financial burden; (2) burden of segregating 
exempt from nonexempt materials; (3) whether the materials have been disclosed to 
members of the public, where disclosure to one member of the public would 
constitute a waiver of the exemption; and (4) the public interest.  Id. at 389.
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Identify the Limitations

• In Santa Clara, the County argued, to no avail, that disclosing the GIS data would take 
away its ability to sell the technology, thus the County alone bears the cost of maintaining 
the GIS Basemap.  CPRA did not say no burden would be imposed.  Id. at 393.

• Regarding information concerning Hetch Hetchy water lines, the specific location of pipes 
underground was not indicated.  The Court noted that the County did give away 
information subject to NDA, and if the information was of such great concern, not to 
provide it subject to NDA.  

• Disclosure would allow for comparison of property tax assessments, issuance of permits, 
treatment of tax delinquent properties, equitable deployment of public services and 
issuance of zoning variances.  Id. At 391.

• Alternatives are not controlling; motive is irrelevant.  Id. at 391-92.  
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Identify the Limitations

• APPA is well aware of this issue.  APPA and other trade associations submitted a 
Protest to FERC as to requests for CEII regarding CIP Notices of Penalty.  Docket No. 
NP10-130.

• FERC and NERC Staffs have recently issued a White Paper on the issue.

• To disclose information that the above regulations and guidance documents describe 
as CEII would not be a violation of law or regulation. However, doing so could risk 
waiver of a claim of protection that information qualifies as CEII.
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Identify the Limitations

• Additionally, the California Public Utilities Commission (CPUC) has grappled with 
protecting critical infrastructure information once it has received such information. For 
example, this issue has arisen in the context of physical security protection, with 
private utilities‘ concern of sharing information leading them to assert a reading room 
approach at company headquarters. The private utilities' concerns could have 
implications to sharing of information with publicly owned utilities.
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Learn How Industry Has Defined It
• FERC does not provide specific examples of CEII. However, NERC has provided some 

guidance on the subject. See NERC Security Guideline for the Electricity Sector:  
Protecting Potentially Sensitive Information (not placed into final form):  The guidance 
identifies the following as “potentially sensitive” subject to protection, and moreover, 
“critical assets”: 

• Major generation facilities and associated switchyards
• Black start facilities
• Extra high voltage stations (> 230 kV)
• Locations and responsibilities of control and operating entities.
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Learn How the Industry Has Defined It

• Examples of industry following the NERC guidance and developing their own systems 
for defining critical energy infrastructure can be found in guidelines handling CEII 
materials:

• The Participating Transmission Owners Administrative Committee (“PTO AC”) in ISO New 
England, Guidelines for Handling CEII Materials and CEII Requests.
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Learn How the Industry Has Defined It
• Information cited in those guidance documents to consider for identifying CEII 

include:
• Control Centers and backup Control Centers.
• Transmission stations and substations.
• Generation resources.
• Systems and facilities critical to system restoration,                                                                       

including Blackstart Resources and Cranking Paths                                                                                                 
and initial switching requirements.

• Equipment to support system protection, including                                                                            
Protective Relays, Underfrequency Load Shedding,                                                                                         
Undervoltage Load Shedding, and                                                                                                           
Special Protection Systems/Remedial Action Schemes.
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Learn How the Industry Has Defined It

• The PTO-AC Guidelines (at pp. 17-22), interpret NERC’s guidance to include as CEII:
• With reference to maps, detailed representation of transmission components containing 

elements of high impacts, such as breakers/transformers, with ratings and connections 
and depiction of line ratings and bottlenecks. CEII also includes diagrams/maps submitted 
as part of modeling information, which includes bus detail. In contrast, one-line diagrams 
that show voltage levels (i.e., nominal conductor ratings, but not voltage problems) and 
geographical/topical maps are not CEII, but diagrams showing detail of each substation 
with breakers, transformers, and generator locations are.

• The New England guidance documents focus on protecting against disclosure of 
weaknesses and the ability to disable a significant part of the system as key considerations 
on classifying information as CEII, as well as accounting for whether that information, used 
in conjunction with other information, would cause a threat.
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Assert Protections

• FOIA Exemptions:
• FOIA Exemptions 3 and 7(F)  have been asserted to protect CEII.

• Exemption 3:  information exempted by statute
• Exemption 7(F):  information that would endanger the life or physical safety of an individual.

• For 7(F), see Standing Rock Sioux Tribe v. U.S. Army Corps of Engineers, 249 F.Supp. 3d 516, 
522-23 (D.D.C. 2017) (allowing withholding of certain aspects of Dakota Access Pipeline 
information based on FOIA’s exemption 7(f)).
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Assert Protections

• CPRA Express Exemption from Disclosure pursuant to Cal. Gov. Code § 6254.

• CPRA Balancing Test / Catchall under Section 6255, including an exemption as to 
information that has been voluntarily submitted to the California Office of Emergency 
Services (“CII”).  CII is defined as “information not customarily in the public domain and 
related to the security of critical infrastructure of protected systems.” California Law 
cites to 6 U.S.C. 131(3), transferred to 6 U.S.C. 671(3).
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Assert Protections

• FERC has permitted third parties submitting FOIA requests to view CEII upon 
execution of confidentiality agreements and some level of vetting the background of 
the requesting party.

• FERC and NERC jointly issued a White Paper proposing a new format of NERC 
Notices of Penalty that would change the format of CIP Notices of Penalty to reveal in 
a cover sheet the identity of the violator and standard violated.  (Issued Aug. 27, 2019, 
Docket No. AD19-18).
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Conclusion

• Federal and state statutes only define Critical Energy Infrastructure in broad terms.

• Federal and state laws favor disclosure.

• Defining specifically what is critical infrastructure has been left to industry.

• Asserting exemptions is not a given if information is sensitive; it pays to be prepared 
and have thought-out internal definitions.
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Resources
Statutes
• Fixing America’s Surface Transportation Act (“FAST Act”), Section 215A of the Federal 

Power Act; 16 U.S.C. § 824o-1.
• Critical Infrastructure Information Act of 2002, 6 U.S.C. §§ 131 et seq.
• Freedom of Information Act, 5 U.S.C. § 552 et seq.
• California Public Records Act, Cal. Gov. Code § § 6250, et seq.
Regulations
• 18 C.F.R. § 388.113 (FERC definition of CEII).
• Proposed 10 C.F.R. § 1004.13 (DOE definition of CEII).
• Regulations, Implementing FAST Act Section 61003 – Critical Infrastructure Security and 

Amending Critical Energy Information, Order No. 833, 157 FERC ¶ 61,123 (Nov. 17, 2016) 
(“Order 833”).
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Resources

Case Law and Other Regulatory Materials

• County of Santa Clara v. California First Amendment Coalition, 170 Cal.App.4th 1301 
(2009).

• Standing Rock Sioux Tribe v. U.S. Army Corps of Engineers, 249 F.Supp. 3d 516, 522-23 
(D.D.C. 2017).

• FERC, NERC, Joint Staff White Paper on Notices of Penalty Pertaining to Violations of 
Critical Infrastructure Protection Standards, Docket No. AD19-18 (Aug. 27, 2019).

• Reform of Generator Interconnection Procedures and Agreements, 166 FERC ¶ 61,137 
(2019), Docket No. RM17-8 (“Order 845-A”).
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Resources

Third Party Guidance
• The Participating Transmission Owners Administrative Committee (“PTO AC”) in ISO New 

England, Guidelines for Handling CEII Materials and CEII Requests.
• NERC Security Guideline for the Electricity Sector:  Protecting Potentially Sensitive Information 

(draft).
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Questions?
Sean M. Neal
(916) 498-0121
smn@dwgp.com
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DUNCAN WEINBERG GENZER & PEMBROKE
OFFICES
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Washington, D.C.
Suite 700
1667 K Street, N.W.
Washington, D.C. 20006 
Phone: (202) 467-6370
Fax: (202) 467-6379

California
Suite 1410
915 L Street
Sacramento, CA 95814
Phone: (916) 498-0121
Fax: (916) 498-9975

We invite you to visit our website:  WWW.DWGP.COM
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