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”No Coincidences, no story!”

About me

Old Techniques

New Techniques
◦ Torpedo
◦ Downfall I and II
◦ PlayPen

Legal Issues
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About me

Ph.D. in Computer Science
◦ Kansas State University

Programmer 
◦ Current and Former

Professor of Computer Science
◦ University of Nebraska at Kearney
◦ Cyber Operations Degree

Expert witness under Criminal Justice Act  
◦ Over a dozen cases

Hobbies
◦ Cooking, reverse engineering, RE challenges, coaching, woodworking
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What do I do

Help lawyers to 
◦ Determine necessary digital evidence 
◦ Analyze digital evidence

Write a report about
◦ What I found
◦ What I don’t have
◦ What are the technical possibilities 
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Cases
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Law Enforcement Investigations 

Types 
◦ Phone Wiretapping 
◦ Websites
◦ Peer-to-Peer File Sharing 

Search Warrants
◦ Based on locality
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Anonymization Technique

Tor
◦ The Onion Router
◦ Exit Nodes
◦ Clients IP addresses are hidden
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Tor Hidden Services

Servers are hidden too
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Find hidden services

Get lucky
◦ Misconfiguration
◦ IP leak

Deploy NIT to server to deanonymize users
◦ Code from H.D. Moore

◦ Rapid7's Metasploit “decloaking engine”

◦ Taken down as not useful . . .  
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USA vs Cottom (Operation Torpedo) 

Server located in Omaha Nebraska
Hosting illegal content
Multiple exploit methods 

◦ Swf
◦ Java
◦ Javascript

Always
◦ DNS

Given access to the modified servers running the code
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PHP
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PHP
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Reverse 
Engineering SWF 
Given binary file
◦ Source code was lost

Reversed binary
◦ Re-compiled
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DNS exfiltration
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Back end server

Twisted python framework

Named cornhusker
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Data logging

Logged to log file
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Data logging

Database logging

University of Nebraska at Kearney



Flash

Socket connection
◦ TCP
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Cookie extract
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Cookie 
Decryption
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Questions as an expert

Link
◦ NIT code sent to client
◦ Time goes by
◦ Flash code runs

How do we ensure that the NIT runs on the computer that downloaded 
the NIT?
◦ Logging?  
◦ Timestamp differences?

Any one could capture the exploit and reuse
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Playpen Cases
Coverage

◦ All over the US
◦ California to Virginia 
◦ 137+ cases

Evidence Collected
◦ NIT Code
◦ PCAP

ISP issued Subpoena
◦ Digital Devices collected
◦ Searched for images/illegal material

Charges Filed
Pre-trial motions
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Operation Playpen

Website hosting illegal content

USA v. Michaud
Washington Western District Court, Case No. 3:15-cr-05351
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Other NITs

Capture by Vlad Tsyrklevich

https://tsyrklevich.net/tbb_payload.txt

University of Nebraska at Kearney



Other NITs

Capture by Vlad Tsyrklevich

https://tsyrklevich.net/tbb_payload.txt
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Giftbox

Hosting illegal content
◦ https://lists.torproject.org/pipermail/tor-talk/2016-November/042641.html
◦ https://arstechnica.com/information-technology/2016/11/firefox-0day-used-

against-tor-users-almost-identical-to-one-fbi-used-in-2013/
◦ https://motherboard.vice.com/en_us/article/9a3mq7/tor-browser-zero-day-

exploit-targeted-dark-web-child-porn-site-giftbox
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Example Disassembly of a NIT

NIT’s in Discovery
◦ Covered by Protective Orders

Other NIT’s
◦ Not covered 
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Issues

Warrant
◦ Rule 41

◦ https://www.wired.com/2016/09/government-will-soon-able-legally-hack-anyone/
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New Rule 41
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Issues

4th Amendment Search of computer?
◦ US vs Levin
◦ Is the IP address public?
◦ MAC address?
◦ User Name?
◦ Architecture?
◦ OS?
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Issues

Testing

◦ NIT code released
◦ tested

◦ Exploit not released
◦ `One FBI special agent recently testified that a tool was safe because he tested it on his home 

computer, and it "did not make any changes to the security settings on my computer.”’
◦ What is the error rate of the exploit?
◦ Are the UID’s unique?

◦ How are they tracked

◦ Server software not included
◦ It is dynamic code
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Issues

“In camera” Review
◦ Judge with government expert

Protective Orders
◦ Allow experts to review evidence

◦ Government facility

◦ Worried about divulging code
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NIT Testing Framework
Systems configuration
◦ OS
◦ Software
◦ Configurations
◦ Programming languages/Libraries
◦ Network Configuration
◦ Log files

All source code
Binary code
Testing procedures
Network captures
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Operation Downfall I,II

No current Federal Cases
◦ State Cases
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Questions?

Email: millermj@unk.edu

Twitter: @milhous30
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