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Multi-State 
Information Sharing and Analysis Center

The MS-ISAC has been designated by DHS as the key resource 
for cyber threat prevention, protection, response and recovery 
for the nation’s state, local, tribal, and territorial governments

https://www.cisecurity.org/ms-isac/
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Criminals look for data...
and governments have a lot of 

it!

Why SLTT Governments?



4TLP: GREEN

Why care? - Employee Mistakes
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• Support:
– Network Monitoring Services
– Research and Analysis

• Analysis and Monitoring:
– Threats
– Vulnerabilities
– Attacks

• Reporting:
– Cyber Alerts & Advisories 
– Web Defacements
– Account Compromises
– Hacktivist Notifications

24 x 7 Security Operations Center
Central location to report any cybersecurity incident

To report an incident or request 
assistance:

Phone: 1-866-787-4722
Email: soc@cisecurity.org
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• Signatures unique to SLTT governments

• 24x7x365 research, analysis, and support

• Integration of research on specific attacks 
and actors, including nation-state actors (APT)

• Real-time information sharing 
with SLTT partners

• Experienced cybersecurity analysts who 
review each event minimizing the number 
of false-positive notifications

Network Monitoring (Albert)
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• IPs connecting to malicious 
C&Cs

• Compromised IPs
• Indicators of compromise 

from the MS-ISAC network 
monitoring (Albert)

• Notifications from 
Spamhaus

Monitoring of IP Range & Domain Space

IP Monitoring Domain Monitoring
• Notifications on 

compromised user 
credentials, open source 
and third party information

• Vulnerability Management 
Program (VMP)

Send domains, IP ranges, 
and contact info to: 

soc@cisecurity.org
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• Incident Response (includes on-site assistance)

• Network & Web Application Vulnerability Assessments

• Malware Analysis

• Computer & Network Forensics

• Log Analysis

• Statistical Data Analysis

Computer Emergency Response Team

To report an incident or request 
assistance:

Phone: 1-866-787-4722
Email: soc@cisecurity.org
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CIS SecureSuite
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MS-ISAC Advisories
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Weekly Malware IPs and Domains

To gain an Anomali account contact:

Indicator.sharing@cisecurity.org

Automated Threat Indicator Sharing via Anomali
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MS-ISAC Intel Papers
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MS-ISAC Cyber Alerts
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What Can You Do?

1. PATCH!

2. Use defensive software

3. Train users

4. Enforce passwords standards & 2FA

5. Have frequent, complete, off-line, off-
site, and tested back-ups

6. Create a culture where it’s OK to ask

7. Work with your ISAC Partners

Low Hanging Fruit!



Kyle Bryans
Program Specialist 
MS-ISAC
518.880.0747
Kyle.Bryans@cisecurity.org

MS-ISAC 24x7 Security Operations Center
1-866-787-4722

SOC@cisecurity.org

info@msisac.org

mailto:SOC@cisecurity.org
mailto:info@msisac.org
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