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Agency Director

Agency Deputy Director
Work related

Expected business need
Expected 
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Unknown person

Government employee
Expected business need

Implied relationship

Why care? - Spear Phishing
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Why care? - Employee Mistakes
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Why care? - Employee Mistakes
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Why care? – Employee Mistakes



7TLP: WHITE

50 State Governments

Who We Serve

State, 
Local, Tribal, 
and Territorial 
Governments

79 DHS-recognized Fusion Centers

6 Territorial Governments

81 Tribal Governments

5,800+ Local Governments

Local 
Governments

K-12 School Districts, Intermediate Units

Law Enforcement, Cities, Public Authorities

132 Public Utilities

8 Nebraska Public Utilities
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• Register for the MS-ISAC’s services here: 

https://learn.cisecurity.org/ms-isac-registration

• The MS-ISAC Stakeholder Engagement 
team will provide you with next steps:

• Register your HSIN account

• Submit public IPs, domains, and 
subdomains

• Register for an MCAP account

• Add additional staff to your account

How to access MS-ISAC resources
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• Support:
– Network Monitoring Services
– Research and Analysis

• Analysis and Monitoring:
– Threats
– Vulnerabilities
– Attacks

• Reporting:
– Cyber Alerts & Advisories 
– Web Defacements
– Account Compromises
– Hacktivist Notifications

24 x 7 Security Operations Center
Central location to report any cybersecurity incident

To report an incident or request 

assistance:

Phone: 1-866-787-4722

Email: soc@cisecurity.org
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• Incident Response (includes on-site assistance)

• Network & Web Application Vulnerability Assessments

• Malware Analysis

• Computer & Network Forensics

• Log Analysis

• Statistical Data Analysis

Computer Emergency Response Team

To report an incident or request 
assistance:

Phone: 1-866-787-4722
Email: soc@cisecurity.org
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• IPs connecting to malicious 
C&Cs

• Compromised IPs

• Indicators of compromise 
from the MS-ISAC network 
monitoring (Albert)

• Notifications from 
Spamhaus

Monitoring of IP Range & Domain Space

IP Monitoring Domain Monitoring
• Notifications on 

compromised user 
credentials, open source 
and third party information

• Vulnerability Management 
Program (VMP)

Send domains, IP ranges, 
and contact info to: 

soc@cisecurity.org
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Web Profiler

Server type and version (IIS, Apache, etc.)

Web programming language and version 
(PHP, ASP, etc.)

Content Management System and version 
(WordPress, Joomla, Drupal, etc.)

Email notifications are sent with 2 attachments containing 
information on out-of-date and up-to-date systems: 

• Out-of-Date systems should be patched/updated and could 
potentially have a vulnerability associated with it 

• Up-to-Date systems have the most current patches

Vulnerability Management Program
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Vulnerability Management Program

• Quarterly notifications 

• Contact 
vmp.dl@cisecurity.org to:

• Opt out of this service

• Provide feedback on the Port 
Profiler

• Contact soc@cisecurity.org 
if:

• You wish to add IP addresses

• To verify “VMP Notification” 
contacts

• Source IP address: 
52.14.79.150 

Port Profiler
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Malicious Code Analysis Platform

A web based service that enables members to 
submit and analyze suspicious files in a controlled 

and non-public fashion

• Executables

• DLLs

• Documents

• Quarantine files

• Archives

To gain an account contact:

mcap@cisecurity.org
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SecureSuite

• Workbench
– Platform for creating and maintaining resources 
– https://workbench.cisecurity.org

• Controls
– Prioritized set of actions to protect your organization and data 

from known cyber attack vectors
• Benchmarks

– Well-defined, un-biased, consensus-based 
industry best practices 

• CIS-CAT Pro
– Configuration and Vulnerability Assessment Tool
– Assessor and Dashboard can be downloaded from Workbench
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Access to:

• MS-ISAC Cyber Alert Map

• Archived webcasts & products

• Cyber table top exercises

• Guides and templates

• Message boards

HSIN Community of Interest
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A voluntary self-assessment survey designed to evaluate 
cyber security management within SLTT governments

All states (and agencies within), 
local government jurisdictions (and departments within), 

tribal and territorial governments can participate.

Nationwide Cyber Security Review

NCSR

https://www.cisecurity.org/ms-isac/services/ncsr
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Weekly Malware IPs and Domains

To gain an Anomali account contact:

Indicator.sharing@cisecurity.org

Automated Threat Indicator Sharing via Anomali
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MS-ISAC Advisories
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MS-ISAC Intel Papers
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MS-ISAC Cyber Alerts
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Distributed in template form to allow for 
re-branding and redistribution by your agency

Monthly Newsletter
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Cybersecurity Awareness Toolkit
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Stay Safe Online

Powered by the National Cyber Security Alliance Publishes:

 Tips Sheets

 Resources for Teachers

 Business Resources

www.staysafeonline.org

GRADES 3-5

PROTECT YOUR 
CUSTOMERS

THE COMMUNITY        
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FedVTE

Free Online Training Environment

 CompTIA A+, Network+, 
Security+

 CISSP Certification Prep

 Operating System Security

www.fedvte.usalearning.gov
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MS-ISAC Annual Meeting

2018-2019 Annual Meeting 

Denver, CO

April, 2019
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Who do I call?

Security Operations Center (SOC)

SOC@cisecurity.org  - 1-866-787-4722
31 Tech Valley Dr., East Greenbush, NY 12061-4134

www.cisecurity.org

to join or get more information:

https://learn.cisecurity.org/ms-isac-
registration
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