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Agenda

• Overview of the Public Power Cyber Incident Playbook 

• Why Do I Need a Cyber Incident Response Plan?

• Getting Started: 10 Steps to Develop a Cyber Incident Response Plan

• Getting Help: Activating the Cyber Incident Response Team and Engaging 
Industry and Government Resources
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Public Power Cyber Incident Response 
Playbook Overview
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Public Power Cyber Incident Response Playbook 
is designed to:

• Help utilities develop response plans and processes 

• Map out the network of industry and government partners 

• Outline the process for requesting cyber mutual assistance 
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Key Inputs to the Playbook

• Interviews with 1) Public power utilities, 2) APPA staff, 3) MS-ISAC, and 
4) Cyber Mutual Aid Program leads

• Discussions with the Cybersecurity Roadmap Advisory Council (CRAC): 
how to build a response team, key elements of a response plan, and 
incident thresholds

• Incident planning guidance from experts (NIST, SANS, etc.) and existing 
industry plans/playbooks

@PublicPowerOrg #PublicPower5



What We Heard
• Many smaller utilities have no formal cyber incident response plan and 

need guidance on what steps to prioritize

• Some utilities lack a clear strategy to engage outside resources if an 
incident overwhelms the abilities of their cybersecurity staff, vendors, 
and service providers

• Small cybersecurity teams can have a flexible, agile response—
provided roles, responsibilities, and contacts are identified ahead of 
time

• Management buy-in and sign off is crucial to give employees the 
authority to act quickly
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What’s In It?

7

How to Build an Incident Response Plan
• Plan Outline
• Top 10 Steps to Develop a CIRP

How to Engage Industry and 
Govt Resources (Cyber Mutual 
Assistance)

Notification and Reporting 
Requirements

Strategic Communications
• Who, How, When
• Templates for Press Releases

Legal Procedures

Sample Cyber Incident Scenarios

Incident Handling Form Templates

DOE Electric Emergency Incident 
Disturbance Report (OE-417)

Sample Cyber Mutual Assistance 
NDA
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Why Do I Need a Cyber IRP?
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Due to the ransomware attack on the City’s computer system, the City’s 
online payment portal is currently not operational.



GETTING STARTED:
10 Steps to Develop a 
Cyber Incident Response Plan
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10 Steps to a Cyber Incident Response Plan 

1. Build your Cyber Incident Response Team

2. Develop 24/7 Contact List

3. Document your Network, Equipment Inventory, Credentials, and Permissions

4. Identify Response Organizations; Set up Mutual Assistance Agreements

5. Develop Technical Response Procedures

6. Classify Severity of Cyber Incidents

7. Develop Strategic Communication Procedures

8. Develop Legal Response Procedures

9. Get CEO/Senior Executive Buy-In and Sign-Off

10. Exercise, Train, and Update Regularly
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1. Build Your Cyber Incident Response Team (CIRT)

Include individuals who: 

• Assess, contain, and respond to incidents

• Assess the business and legal impacts

• Communicate to internal and external 
stakeholders and reporting incidents to 
appropriate entities

• Engage with industry and government 
response partners to coordinate 
information and resource sharing when 
needed

CIRT often includes utility staff + municipal 
and third-party resources:

• Municipal IT cybersecurity departments, 
legal teams, and public affairs or 
communications staff 

• Contracted cybersecurity services for 
incident detection and response, such as 
system monitoring and intrusion detection

• On-call cyber incident response service 
providers to assist in key response actions, 
such as forensic analysis and incident 
mitigation
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Full Response Team

Adopt a Tiered Approach



Staff the Cyber Incident Response Team
Balance the following factors to staff the team: 

• 24/7 Availability: Designate and train backup 
roles for critical staff. Consider how to 
supplement lead staff for round-the-clock 
response.

• Staff Expertise: Incident handling and 
mitigation often requires specialized knowledge 
and experience. 

Leverage your natural disaster incident response 
plan for roles required in any type of incident 
(e.g., human resources, logistics, liaisons)

Ensure CIRT members have the necessary 
authority to act quickly and decisively. 

• Who has the authority to disconnect key 
business and operational networks to isolate an 
incident?

• Who can request additional support from 
service providers? What procurement processes 
are required?

• Who will notify key officials and ensure 
compliance with reporting requirements?

• Who will report a suspected criminal attack to 
law enforcement?
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2. Develop a 24/7 Contact List for Response 
Personnel and Partners

• Document phone numbers, emails, and addresses of the lead individual for each role, 
including off-hours contact information.

• Identify a potential alternate for each role. 

• Include cybersecurity service providers, ISP, and equipment/device vendor 
contacts. Identify:

• What type of support each contact can provide during an incident
• Process for engaging their support
• Who on the CIRT is authorized to engage third-party support services

• Maintain the list online and in a central, offline location—such as a physical binder or 
offline computer. Update it yearly. 

@PublicPowerOrg #PublicPower15



3. Compile Key Documentation of Business-
Critical Networks and Systems

• Network Scheme displaying the network architecture with internal network 
segmentation—Helps to quickly orient cyber response teams. 

• Equipment and configuration inventory of core assets in utility environment—Enables 
personnel to quickly determine the potential extent of compromise and the processes 
or functions that could be affected. 

• Access credentials/account permission list to discern who has the authorization to 
access, use, and manage the utility network—Enables personnel to investigate and 
remove unauthorized access and provide temporary access to incident responders 
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4. Identify Response Organizations and Establish 
Mutual Assistance Agreements

• Maintain an updated list of key contacts or liaisons for external industry and government response 
organizations, such as:

• Cybersecurity liaisons at law enforcement agencies (e.g., FBI, state/local agencies) 
• Incident reporting and information-sharing organizations (e.g., E-ISAC, MS-ISAC, DHS NCCIC) 
• Cyber contacts at APPA and/or Joint Action Agency who can coordinate and connect resources 
• Cyber mutual assistance contacts 
• Federal response agencies (e.g., DOE, DHS, FBI) 

• Sign NDAs and review information-sharing agreements with the legal team in advance to shave 
precious time off of incident response.

• Outline your incident reporting requirements and timelines. Determine your legal and contractual 
obligations to report incidents to state/local officials, insurance providers, and other third parties.
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5. Develop Technical Response Procedures 
for Cyber Incident Handling

Designate which CIRT members act and when for all phases of incident response:

• Detection, Investigation, and Analysis – Procedures for alerting and detection, escalation, declaration 
of a cyber incident, incident classification and prioritization, incident investigation, and activating an 
appropriate cyber incident response team

• Containment – Conducting initial containment actions, documenting the incident, procedures for 
evidence gathering and handling, and conducting required incident reporting

• Eradication – Developing response solutions, assessing resource needs, engaging external resources and 
response organizations, and following a response plan to eradicate the threat

• Recovery – Cleaning and restoring the system to full operation and verifying that mitigation actions 
were effective; also includes reviewing response actions, documenting lessons learned, and updating 
the incident response plan 
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Cyber Incident 
Handling Process
Outline specific incident handling 
procedures for a variety of incidents, 
including: 

• Reporting alerts to identify a cyber 
incident

• Incident handling forms and 
documentation

• System imaging and other approved 
evidence gathering and preservation 
procedures for forensic investigation
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6. Classify the Severity of Cyber Incidents
• Designating cyber incident severity levels can help the CIRT quickly: 

• Mobilize the right resources based on the type of incident

• Convey the potential impacts of an incident when notifying internal and external stakeholders

• Prioritize response actions

• Each utility should define severity levels that best reflect their design and operations. 
Sample severity levels: 

• Use Level 1–3 to define impacts to business systems

• Reserve Level 4–5 for cyber incidents that impact operational systems and may affect power 
delivery
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Cyber Incident 
Severity Levels
Aligns with the National 
Cybersecurity Center severity 
levels, also used in the ESCC 
Playbook

@PublicPowerOrg #PublicPower21



@PublicPowerOrg #PublicPower22



@PublicPowerOrg #PublicPower23



7. Develop Strategic Communication 
Procedures

• Designate a POC to manage and coordinate internal and external communications.

• Engage legal counsel to direct the incident investigation and review/approve all external communications 
related to a cyber incident to protect the privileged nature of communications, 

• Identify the key internal and external stakeholders, what information to communicate and when, and what 
type of cyber incidents warrant communication with employees, customers, and the media. 

• Develop key messages and notification templates in advance. Consider an incident that:
• Significantly impacts energy delivery or operations. 
• Affects access to customer-facing systems, such as billing and payment systems, online customer accounts/dashboards, 

or the company website. 
• Has been widely reported in the media, especially if the utility has already been speculated as a target. 
• Affects employees’ ability to access key business systems, such as email, databases, or software. 
• Requires employees to take some action to help mitigate the incident. 

• Work with APPA public affairs team and the ESCC to coordinate industry messaging during an incident. 
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8. Develop Cyber Incident Legal Response 
Procedures

• The utility’s legal team—both internal and through outside counsel—must be central to your cyber 
incident response plan. 

• The legal team should take steps to help preserve a utility’s legal posture by directing and approving 
the documentation and preservation efforts:

• Maintain a chain of custody for documents and other physical evidence, preserving relevant system logs, and 
creating backups of affected files

• Issue legal hold notices applicable to relevant records

• Preserve privilege by retaining outside experts and directing investigation and documentation 

• Prepare non-disclosure and information-sharing agreements with third parties

• Limit unauthorized disclosure or use of sensitive information 

• The legal team should evaluate notification and reporting obligations and conduct necessary 
notifications 
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9. Obtain CEO or Senior Executive Buy-In and 
Sign Off on the Incident Response Plan

• Review contents of the incident response plan with senior executives/general manager 
and obtain their buy-in and approval with signature forms. 

• Senior management should particularly review and approve: 
• Roles and responsibilities of the cyber incident response team 

• Authorities of key team members during incident response

• Any decision-making or resource procurement procedures that deviate from normal 
operations
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10. Exercise the Plan, Train Staff, and 
Update Regularly

• Test a variety of different scenarios and impacts to identify gaps in 
procedures or staff capabilities. 

• Document the incident during exercises, including using incident 
handling forms, preserving forensic images, and accessing and 
investigating logs. 

• Review and update the incident response plan on an annual basis—
especially contact lists—and as part of any post-incident review.
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ENGAGING HELP:
Activating the CIRT and Engaging 
Industry and Government Resources
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Engaging Help
Few utilities, regardless of 
size, can manage a significant 
cyber incident with in-house 
resources alone
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Overview of External Response Organizations

• REPORT the incident to the E-ISAC/MS-ISAC
• Confirm or correlate an incident and offer mitigations 

(if known)
• Offer incident response and forensic support to SLTT 

members (MS-ISAC)
• Liaison to federal watch centers (NCCIC, etc.)

• ALERT Joint Action Agency/State Association 
and/or APPA

• Provide guidance on industry and media coordination

• Support ESCC Playbook activation and coordination 
across industry (if multiple entities affected)

• Serve as liaison to DOE/DHS/NCCIC to request/inform 
federal response teams if a national incident is 
suspected

• REQUEST resources from Cyber Mutual Assistance 
Coordinators (directly or through Joint Action 
Agency) 

• Leverage cyber expertise, equipment, and 
virtual/onsite response support from utility peers

• CONTACT state/local law enforcement or FBI 
Cyber Task Force Field Office if attack suspected

• Launch criminal investigation
• Offer/request onsite forensic support as needed

• COORDINATE local emergency response with 
emergency managers, the Mayor/Governor, and 
National Guard as needed

• REPORT to regulators/DOE if applicable and fulfill 
state/city reporting requirements within required 
timeframes
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Cyber Mutual Assistance (CMA) Program
• Voluntary, no-cost program that helps utilities 

engage cyber resources and expertise from 
energy utilities across the nation

• All organizations that provide or materially support 
electric or natural gas service are eligible 

• No obligation to commit resources—enables 
smaller utilities to draw upon the expertise of 
larger utilities

• Requests for assistance can be sent to a 
Coordinator Committee OR directly to specific 
participating entities. 

• Proxies such as JAAs can also be designated to 
represent smaller utilities in meetings and response 
activities.

• Expenses incurred in providing emergency cyber 
assistance are reimbursed at cost.

• To participate in the CMA Program, each 
participating entity must: 

• Sign a Mutual Non-Disclosure and Use of 
Information Agreement (NDA), which will protect 
the confidentiality of all information shared between 
entities participating in the CMA program. 

• Designate a Cyber Mutual Assistance Coordinator 
(CMA Coordinator) who will serve as the primary 
contact for the program. The Coordinator must be a 
senior-level employee with the authority to act on 
behalf of the participating entity it represents. 

• Requests for assistance may be made: 

• In connection with a cyber emergency; or 

• In advance of a threatened or anticipated cyber 
emergency
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Questions?
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