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In a couple of words, what challenges do you have with recruiting, retaining and training your 
cybersecurity workforce?

Poll Everywhere Question:

Respond at PollEv.com/appa

OR

Text APPA to 22333

Then text your response to 22333

Finding enough people



Future of Work
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Unprecedented change and opportunity

8
Disruptors

Technology is everywhere
6.0 billion+

smartphones in the world by 20201

AI, Cognitive Computing, 
Robotics

$500,000 in 2008
$22,000 today5

Tsunami of data
9x more in last 2 years2

Major enabler of machine learning

Jobs vulnerable to 
automation

35% UK 
47% US

77% China6

Diversity and generational 
change

Millennials 50%3

25% global pop in Africa by 2050 5

Longevity Dividend– 50 year careers4

Explosion in 
contingent work

US Contingent workers 
40% by 20207

Change in nature of 
a career

2.5 – 5 years: Half-life of skills
4.5 years:  Average tenure in a job8

1 https://www.cnbc.com/2017/01/17/6-billion-smartphones-will-be-in-circulation-in-2020-ihs-report.html
2 https://www-01.ibm.com/software/data/bigdata/what-is-big-data.html
3 Annual Global Millennial Study, https://www2.Deloitte.com/uk/en/pages/about-Deloitte-uk/articles/millennial-survey.html 
4 https://www.newscientist.com/article/mg23130810-800-the-100year-life-how-should-we-fund-our-lengthening-lives/
5 https://www2.deloitte.com/content/dam/Deloitte/il/Documents/human-
capital/Thriving_in_times_of_digita_disruption.pdf

Shortage of Cybersecurity 
Workers

By 2022, the shortage has been 
projected to reach upwards of 

1.8M unfilled positions.9

6 http://www.oxfordmartin.ox.ac.uk/downloads/reports/Citi_GPS_Technology_Work_2.pdf
7 Intuit 2020 Report: Twenty Trends that will Shape the next Decade https://http-
download.intuit.com/http.intuit/CMO/intuit/futureofsmallbusiness/intuit_2020_report.pdf

8 https://www2.deloitte.com/content/dam/Deloitte/global/Documents/HumanCapital/dttl-hc-english-opentalenteconomy.pdf
9 Frost & Sullivan, 2017 Global Information Security Workforce Study (2017), https://iamcybersafe.org/wp-
content/uploads/2017/06/ europe-gisws-report.pdf
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Work
The type of work people will 

do in the future.

Workplace
The structure and practices 
to enable people to create 

value in the future

Workforce
The portfolio of workforces, 
people and machines, full 

time and contingent 
workers and crowds

Reimagining all dimensions of work 

Source: Deloitte, 2017
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Current work options

1

Who can do the work?2

What work can be automated?1
Increasing automation over the next 10-20 
years…

Future work options

Where is the work done?3

Technological advancements enabling new 
models for interaction between companies, 
employees, and customers…

Physical Proximity3

Talent Category2

Automation Level 

Rethinking combinations of talent, 
technology and workplace…

The convergence of technology and talent models has opened new 
opportunities for workforce planning and the composition of work

1 https://smallbiztrends.com/2016/07/20-surprising-stats-freelance-economy.html

“Work” “Workplace”

“Workforce”
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Our point of view: the continuum of talent options

Organization-Led Employee-Led

Full / Part Time 
Employees

Joint Ventures Freelancers

Gig WorkersContractors

Traditional Open

Crowds

New talent approaches are being embraced by organizations to meet the needs of the business and 
increased expectations from workers 
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Employee engagement will be a critical business driver to support the shift to the future of work, but only 4% of leaders 
believe they are very good at engaging Millennials and other generations in the work environment1

Creating an engaging environment for the future workforce

More than 70% of Millennials expect their employers to focus on 
societal or mission-driven problems; 70% want to be creative at 
work; and more than 2/3 believe it is management’s job to provide 
them with accelerated development opportunities in order for them to 
stay.

80% of organizations surveyed believe their employees are 
overwhelmed with information and activity at work (21% cite the 
issue as urgent), yet fewer than 8% have programs to deal with the 
issue.

In the high-technology industry, two-thirds of all workers believe they 
could find a better job in less than 60 days if they only took the time 
to look.

The Challenge… The Opportunity…

Gallup research  shows  that  only  13% of  all  employees  are 
“highly engaged,” and 26% are “actively disengaged.” 2

Companies should utilize tools and methods that measure and capture 
employee feedback and sentiment on a real-time, local basis so they 
can continuously adjust management practices and the work 
environment at a local level. These tools include employee feedback 
systems as well as data analytics systems that help identify and 
predict factors that can create low engagement and retention 
problems.

Companies should expand their thinking about what “engagement” 
means today, giving managers and leaders specific practices they can 
adopt, and holding front-line leaders accountable. 

Leaders in business and HR should raise employee engagement from 
an HR program to a core business strategy.

Our extensive market research and discussions with executives identified workplace characteristics that drive engagement and make 
an organization ‘simply irresistible’.

1 https://www2.Deloitte.com/context/dam/Deloitte/global/documents/about-Deloitte/gx-millennial-survey-2016-exec-summary.pdf
2 http://news.gallup.com/poll/165269/worldwide-employees-engaged-work.aspx

3 https://www.glassdoor.com/employers/popular-topics/hr-stats.htm



Cybersecurity Workforce
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How many people in your workforce are dedicated to a security function?

A: No one full time

B: One person

C: 2-5 people

D: 6-15 people

E: 16-30 people

F: More than 30 people

Poll Everywhere Question:

Respond at PollEv.com/appa

OR

Text your response to 22333

C
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Aligning the Cybersecurity Workforce
Institutions continue to struggle with how to align their cybersecurity groups with the evolving needs of their business and 
the growing threat landscape.

ImplicationsWhy is it a problem?

• Cyber security has traditionally grown up as 
a technology and operations function, 
often reporting to the CIO

• Many Lines of Businesses operate a 
component of technology separate from 
the central team (islands of technology)

• Cyber workforce demand has left some 
companies struggling to attract and retain 
top cyber talent

• Rapid evolution of threats and security 
requirements has accelerated cyber security 
spending

• As automation, AI, and cognitive technologies 
explode, companies may begin to redesign jobs 
and reimagine how work gets done in a 
hybrid human-and-machine environment

• Increased cost for managing security in 
both centralized and decentralized operations.

• Inconsistent control operations can lead to 
confusion across LOBs

• Increased likelihood of security breaches 
and other malicious activity at the “seams” 
between LOB security functions

• Rapid turnover leaves companies focused on 
operations with less opportunity to innovate

• Cost management focus can inhibit 
innovation to respond to rapidly evolving 
threat

• Perception that security can get in the way 
of the business 
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Refreshing the cyber security operating model requires considering the required capabilities in the context 
of business operations, while planning for the disruption happening across the cyber landscape.

Defining the Cyber Security Operating Model

REQUIREMENTS

SUSTAINED BY

OUTCOMES

Existing 
Capabilities

Controls 
Compliance

Threat 
Landscape

Business 
Drivers

Regulatory 
Environment

AutomationWorkforce 
Shortage

Future of 
Work 

Target State Cyber 
Operations Model

Cyber 
Awareness

Cyber 
Culture

Cyber 
Learning

Optimized Managed Services

Talent Acquisition / Retention Plan
Business Integration Model

Functional Reporting Model
Future of Work Alignment

DISRUPTORS
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Where does your security function report to?

A: CIO / Technology Leader

B: CRO / Risk Leader

C: Direct to CEO

D: COO / Operations Leader

E: Other 

Poll Everywhere Question:

Respond at PollEv.com/appa

OR

Text your response to 22333

C
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CSO roles and functional reporting models are shifting gradually from an IT centric focus to an operations 
and risk based focus. 

Functional reporting continuum  

IT 
Focused

Risk Focused 

CIO

IT

ERM

CISO Physical

CSO

PhysicalCISO

Operations

Strengths Weaknesses
• Cyber and physical security risks 

are managed along with other top 
level business risks

• Increased risk based decision 
making and executive visibility 

• Pushes more accountability to 
business unit leadership

• Broadens cyber discipline beyond IT

• Requires a strong enterprise risk 
function with leadership support

• Can impact synergies with 
deployment of IT and OT solutions

• CSO enables a single enterprise 
wide point of accountability for 
security

• Enables synergies across physical, 
cyber, intelligence and personnel 
domains

• Addresses conflict of interest 
between IT and security priorities

• Can impact synergies with 
deployment of IT and OT solutions

• Can impact synergies with 
business unit operations if security 
function is viewed as independent 
team

• Close alignment to enable synergies 
between cyber security and IT 
deployments

• Merged cyber / physical security 
threats may be more difficult to 
address

• Can cause conflict of interest 
between IT and security priorities

Physical

CIO

ITCISO

CIO

IT

Operations

Operations

Energy & Resource 
Industry Leading 
Practice

General 
Counsel
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Effective security operating models need to balance centralization with embedding security responsibilities 
within the business teams to foster accountability. 

Business integration model 

Embedded Responsibility: Empowering business units with clear security 
responsibility helps broaden the footprint of security responsibility across 
operations teams.

Local Context: A deep understanding of local business processes 
and deployed technologies improve the effectiveness of operating 
local security controls

Speed of Delivery: Extending security delivery to operations 
and field personnel expand the speed of security delivery in 
day-to-day process execution.

Operational Redundancies: Duplicative activities 
across business units result in an inefficient use of 
resources

Decentralized Model
Agile Decision-Making: Facilitates agile decision-making and 
clear ownership – traits that are especially important given the 
evolving nature of security threats

Increased Accountability: Allows for rapid and consistent 
development and dissemination of policies and standards, 
increasing accountability across functions

Decreased Redundancies: Promotes the identification and 
elimination of redundant activities, resulting in greater consistency, 
influence and control

Ability to Influence: A central governance body better enables 
security leaders to influence and drive positive information 
security behaviors across the enterprise

Centralized Model

Energy & Resource 
Industry Leading Practice
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Managed Services can reduce cost while providing more agile and flexible service-based delivery. Additional 
benefits can include higher levels of automation, allowing internal resources to focus on mission critical or 
value added functions.

Managed Services

Managed Services can create value 
by reducing headcount and focusing 
on outcome-based delivery ultimately 
driving down total operating costs

Reduced Costs
Scale horizontally and vertically as 
challenges and business requirements 
change with increased rapidity and 
flexibility

Increased Agility 

Focus internal labor on high value 
add tasks that are more closely 
aligned with managing risk and 
working with the business

Workforce Retention
Leverage emerging technology and 
embed innovation into processes and 
platforms

Foster Innovation

When to consider 
Managed Services?

Cost
 Labor retention
Breadth of coverage
Size and reach
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Cyber Culture
Culture is an enabler of strategy. While it starts with leaders, it must resonate with all employees. Culture 
drives the ability to successfully execute strategy.

Key Objectives

• Conduct change discovery – identify current cyber 
competencies and support the development of a new 
cyber-secure culture model and key behaviors

• Build a change strategy– develop clear boundaries, 
roles and responsibilities to help enforce accountability 
and employee ownership

• Develop a training and communications plan –
identify key activities tailored to specific roles and/or 
business segments where there are gaps in knowledge 
and skills

• Measure and adjust the plan – identify change 
metrics and develop and deploy continuous awareness 
activities to sustain culture change

Cyber Culture Maturity Curve And Expected Outcomes

Sample Issue Statement:
“The majority of our employees have direct access to confidential corporate data, but we do little to 
prepare them for how to handle this information to mitigate the risk and/or severity of a privacy or 
security incident. How do I foster a culture of sensitivity to the importance of information protection?”
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Building a cyber-aware workforce requires an iterative process that tailors solutions directly to employee 
groups and business functions.

Cyber Learning & Development

Key Objectives
• Segment key audiences – generate Cyber Persona groups to 

gain an understanding of their unique cyber risks to tailor their 
training and communications. 

• Support organizational collaboration – integrate the CISO 
organization across business units and functions. 

• Understand the impetus for cyber work – analyze cyber 
requirements, regulations, compliance policies, and/or 
organizational goals

• Determine high priority cyber goals – assess opportunities to 
raise awareness and mature the cyber workforce

• Implement best practices – conduct effective programs and 
engagement methods by leveraging elements that are applicable 
to cyber awareness and education 

Sample Issue Statement:
“We have so many different employees that are handling sensitive information. How do I determine who 
needs to know what and develop the training material in an interactive way that will develop skills and 
support adoption of new terms and policies?”

Define 
Cyber 

Personas

Identify 
Expected 
Behaviors

Identify 
Engagement 

Methods

Determine the positions/roles 
and responsibilities for key 
personas 

Assess potential gaps 
in the knowledge / 
expertise of these key 
personas

Select the learning and 
communications methods best suited 
to drive behaviors change
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Where does your team get their security training from?

Open Answer

Poll Everywhere Question:

Respond at PollEv.com/appa

OR

Text your response to 22333

SANS
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Aligning a cyber security workforce of the future to changes in the way work gets done requires rethinking 
combinations of talent, technology and workplace

The future of work

Challenges

• An increase in workforce near retirement

• New generations changing expectations of work

• Unfamiliar sources of talent

• Inefficient processes that are manual and time 
consuming

• New capabilities required to address shift in service 
delivery

Opportunities

• New sources of service delivery (shared,
outsourced, contingent, crowd, gig, etc.)

• Automation through new technologies
and capabilities

• Human and non human workforce segments

• Cost savings and value capture gained from 
elimination and improvement of processes and how 
talent is deployed

For each of the services cybersecurity delivers to the business, consider:
• Where can this work be done – in the office or anywhere?
• Can this work be done by humans or non-humans?
• Does the talent delivering this work need to be on balance sheet?
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Three things to do first

Assess your culture

Develop a plan

Talk to a peer
1

3

2
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Contact information

Sharon Chand
Principal
Deloitte Cyber
shchand@deloitte.com
773-294-6430

mailto:saicasiano@Deloitte.com
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